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Chapter 1 — Overview u-link Remote Access Service
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Chapter 1: Overview u-link Remote Access Service
1.1 General information
1.2 How u-link is working / Involved components
1.3 Features of Entry Version (free of charge)
1.4 Features of chargeable Standard Versions

1.5 Link to buyable u-link licenses
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Chapter 1 - Overview u-link Remote Access Service

1.1 General information

The Weidmidiller u-link Remote Access Service allows an easy and secure access of Service

PCs to remote Ethernet devices via the Internet. < {
The VPN-based access of a Service PC to remote devices will be provided by the web-based | :
u-link Portal service (VPN server) and a Weidmidiller Router (VPN client) located
in a remote target network.

The u-link VPN server is used as a meeting point and connects a Service PC to

a Router (both running as VPN clients) to allow an encrypted data communication
between the PC and remote Ethernet devices connected to the LAN port of the
Router.

Using the u-link VPN server as public accessible meeting point both a Service PC
and a Router only need to establish an outgoing VPN connection to the Internet
which usually is allowed and compliant to IT security requirements.

For secure data integrity the u-link Remote Access Service uses for each u-link system account
its own server and database instances (secure separation of u-link accounts).

The data communication between an account specific u-link VPN server and remote clients
(Service PCs and Router) is based on a certificate-secured OpenVPN communication
(Encryption RSA 2048, x509 certificates).

Based on customer requirements the u-link Remote Access Service is offered with following

variants:

= Entry Version (free of charge, no time limitation of use)

= Versions Standard 150/300/500/Unlimited (Extended features, buyable use license, 1 year
license validity)

= When using a “Standard Version” additional VPN licenses can be purchased to use more
than 3 simultaneous VPN pass-through connections of a Service PC to a remote
router/network.

Sep21,2016/V1.1/HJH Copyright © 2016 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Weidmiiller 3£

Page 5



Chapter 1 - Overview u-link Remote Access Service

1.2 How the u-link Remote Access Service is working / Involved hard and
software components

The u-link Remote Access Service consists of the 3 components...

= Web accessible u-link Portal servers to manage the customer specific account.

— Device configuration representing the real devices located in the field.

— User configuration representing the Service PCs which do a remote access.

— Providing the VPN based pass-through connection between a Service PC and a

Router / Remote network.

= Main u-link components: Web server (Portal access), VPN server, Database server
and the WWH server (world wide heartbeat).

= By creating/registering an u-link system account for each account the Portal server
instances will be created exclusively.

= Windows-based PC
= Uses Software ‘u-link VPN client’ for secure communication with remote devices via
the u-link VPN server.
= Browser based access to u-link Portal to select the target devices for remote access.
= Currently MS Windows versions 7, 8, and 10 are supported.

= Weidmiiller Router located in the remote network providing the access to connected
devices at LAN port.
= Useable models: |[E-SR-2GT-LAN or IE-SR-2GT-UMTS/3G
= u-link is supported from firmware version 3.0.2 (Update downloadable).
= Routers already installed in Security/Firewall applications can be extended to use u-
link additionally.

Weidmiiller 32

« C & hups//u-linkweidmueller.com/webportal /up/Se ceDesk/tabid/1 anguage JS/Defaultaspx® i =
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Weidmiiller 3£

u-link | Remote Access Service

&l (o]
Weidmiiller 3¢

u-link VPN Client

ulink | Remote Access Service

Connection

Configuration

u-link Access Status: activated  Unlock Code:  N2ATYCVBZWE] Unlock

Status: Connected
Duration: 00:56:44

Traffic: 0.26 MB
VPN IP: 10.46.240 2
udink Portal login:  www .udink weidmueller. com
udink Mail support: uink-support @weidmueller.com Version:1.1.391.0
Router with Remote network
device 1
C——
| Ethernet
device 2
[ Ethernet
device n
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Chapter 1 - Overview u-link Remote Access Service

1.3 Features of Entry Version (free of charge)

General features

= Can be used free of charge, no time limitation of use

= Maximum 50 Router objects configurable (Access points
to a remote network)

= No limit on the number of configurable service users

= 2 VPN connections simultaneously usable for access of
a Service PC via u-link to a remote router/network

= Bandwith VPN connection (calculated on total data
volume of a system account)
= max. 500 kBit/sec for data volume <= 1 GB/Month

(not guaranteed)

= max. 64 kBit/sec for data volume > 1 GB/Month

= No guaranteed system availability

Functional features

Service Desk

Weidmiiller 3£

Connection status PC: No VPN connection to u-link Portal

p, VPN connection Service-PC affing
wlifle )'i
No Router/Remote network selectable
Device Topology Properties
j“i‘i MyGompany Ltd. Name Router Machine 1
. . Device Type Router/Firewall
= l ot emd il Identification
=l PLC 1 (S7-300) Location
- 10D | Serial Number
srremate e P 12 1681110 (LAN)

BB U-remote 10 Device 2
[ I Router Machine 2
. Managed Switch
=) PLC 2 (S7-300)
= BB U-remote 10 Device 1
;l- u-remote 10 Device 2

[ l Router Machine 3
=8 [ PLC (Becknomm
E| BER cthercat u-remote D1
BB Ethercat u-remote D2
[z I Router Machine 4

. g IPCamera

£t I Router Maching §

Ml u-remote 10 Device 3

Activation Code UYZMZSPBVC1Z

Status-WwWH
Status-VPN Router <= u-link
StatusVDN D < 1_link <5 Rautar

~ter Sample screenshot of a flat Device
7 topology.
™ All Router objects always are
g% arranged directly below the root ~ —
| S container. -
— All configured objects (Routersand —
user-defined Ethernet devices) are
visible and accessible for each
Service user.

Inactive
Disconnected

Nisconnected

Add

= Device Management (Router/Device configuration representing the remote accessible devices)
= Device topology can only be designed as a flat structure (All Router objects directly are arranged among the root

container)
= User Management (Administration of Service users)

= Each defined service user has access to any configured object (Router/Remote network devices)
= Each created user is member of default “Service group” with pre-defined user permissions (not changeable)
= Administrator has full featured access, service users may maintain the Device management (no User Management)
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Chapter 1 - Overview u-link Remote Access Service

1.4 Features of chargeable Standard Versions

Variants
= Standard Versions having following extended features related
to the Entry Version:
= Standard 150: Maximum 10 Router objects configurable
(Access points to a remote network)
= Standard 300: Maximum 300 Router objects configurable
= Standard 500: Maximum 500 Router objects configurable
= Standard Unlimited: Unlimited Router objects
configurable
= To use a standard version a use license has to be purchased
having 1 year license validity.
= Upgrading from a lower version or extension of validity of a
running version easily can be done by entering the
purchased license key (u-link Portal account).

General features of all Standard versions

Service Desk

Weidmiiller 3£

Connection status PC: No VPN connection to u-link Portal

= e )
O winke l e
L ]

VPN connection Service-PC offline

No Router/Remote network selectable

Device Topology

Properties

= ﬁ u-link Application HMI 2016

- . | gcations Germany

= @ Detmold

54

s [ switch E-SWAvLOBMTSTX-35C
. Switch [E-SW-VLOBMT-6TX-2ST

= 9 Hannover Fair, Hall 11, Booth 60

-J 7 Panel Group 1

e l Panel 1779 (IE Application)

ﬂ . Managed Switch

1 Modous TCRRTU Gateway

'® PoE Camera

I 'SenaIJEtnernetConvener
- WLAN AccessPointClientBridge

ﬂl Panel 1846 (Remote Maintenance)
=@ Panel Group 2

:J I Panel 1847 (Signal Wiring)

ﬂl Tripad

=

Name Testlab Industrial Ethernet
Device Type Router/Firewall
Identification

Location

Serial Nur

»  Sample screenshot of a complex

“H Device topology.

o Itis organized in hierarchical sub-
_sawsvF stryctures (Locations /Groups)

Actions

——— representing the real field

Disconnec

Ty applications.

seament THe Visibility and accessibility of
No docume

——= configured objects (Locations,

Comment:

ne=onmer Groups, Routers and user-defined
Ethernet devices) can be
individually configured for Service
users by user groups.

= 3 VPN connections simultaneously usable for access of a Service PC via u-link to a remote router/network
= Optional use of additional VPN connections (buyable license key)
= Remote device topology can be organized by a tree-like structure (Locations, Groups, definable container objects)

= Group-based organization of service users with different permissions allows a selected access to device topology objects

= Advanced reporting and statistical information

= Bandwith VPN connections (calculated on total data volume of a system account)
= 1 Mbit/sec for each VPN tunnel up to a monthly data volume of 5 GB (guaranteed)
= 500 kBit/sec for each VPN tunnel if the monthly data volume exceeds 5 GB
= Additional 1 GB/Month at 1 Mbit/sec per additional purchased VPN connection
= General bandwith limitation of all VPN connections to 500 kBit/s if the monthly data volume exceeds 12 GB

= System availability: = 99,6%
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Chapter 1 — Overview u-link Remote Access Service

1.5 Link to buyable u-link licenses

= For detailed information about

available license types please check

the Weidmiller product catalogue.

» Open www.weidmueller.com
» Select ‘Product Catalogue’
» Select ‘Active Industrial Ethernet’

» Then select section ‘u-link Licenses’

in product group overview

Hyperlink to u-link licenses
(Weidmuller product catalogue)

Sep 21,2016/ V1.1 /HJH

S U-LINK licences | Weidmi X Y%
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» www.weidmueller.com

Product catalogue » Product wizard | » Help

Oniine Catalogue » Active Industrial Ethernet » U-LINK licences

U-LINK licences

The Weidmiller u-link Remote Access Service allows an easy and secure access of Service PCs to remote Ethemnet devices via the Intemet.

The VPN-based access of a Service PC to remote devices will be provided by the web-based u-link Portal service (VPN server) and a Weidmiiller Router (VPN client)
located in a remote target network. The u-link VPN server is used as a meeting peint and connects a Senvice PC to a Reuter (both running as VPN clients) to allow
an encrypted data communicaticn between the PC and remote Ethemnet devices connected to the LAN port of the Router.

Using the u-link VPN server as public accessible meeting point both a Service PC and a Router cnly need to establish an outgoing VPN connection to the Intemet

which usually is allowed and compliant to IT security requirements.

For secure data integrity the u-link Remote Access Service uses for each u-link system account its own server and database instances (secure separation of u-link
accounts). The data communication between an account specific uink VPN server and remote clients (Service PCs and Router) is based on a certificate-secured
OpenVPN communication (Encryption RSA 2048, x509,

The u-ink Remote Access Senvice is offered to be usef

Entry-Version

« Can be used free of charge, no time limitation

« Maximum 50 Router objects configurable (Acce:
Versions Standard 150/300/500/unlimited

« Configurable Router objects from 150 up to an

« Advanced functions and features compared to t

Additional VPN connection licenses

« License key useable for all Standard versions
« Additional data volume with guaranteed bandwi

cedificates)

€ - C [ catalog.weidmueller.com/procat/Group.jsp;jsessionid=990FA708B4E47C752E35C46803D93A02groupld=("group24492521678718")&page=Group Qe =

» Englsh Search word(s) il

Products:

i)

Type: U-LINK-LIC-STD-150-1Y

Order No.: 2447050000

Version:

“Standard 150" version software licence for u-ink Remote Access Service. Can
be used to upgrade an entry version or to extend period of a “Standard 150"
version

» PDF data sheet » Add to Inguiry List

1
: - Type: U-LINK-LIC-STD-300-1Y Version:
Products: 1 UL Crder No.: 2457240000 “Standard 300" version software licence for u-link Remate Access Service. Can
1 be used to upgrade an entry version or to extend period of a “Standard 300"
1 a& version
I
Type: U-LINK-LIC-STD-15
i) Order No.: 2447050000 |
; e — » PDF datashest » Add to Inquiry List
- Type: U-LINK-LIC-STD-500-1Y Version:
) Order No.- 2457850000 “Standard 500" version software licence for u-ink Remate Access Service. Can
be used to upgrade an entry version or to extend period of a “Standard 500"

version

» PDF data sheet » Add to Inguiry List

Type: U-LINK-LIC-VPN-1Y
Order No_: 2447060000

Version:

“VPN connection” licence code for u-link Remote Access Service. Can be used
as an additional VPN connection or to extend the period of a VPN connection
that has already been activated

» PDF data sheet » Add to Inguiry List
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Chapter 2 - Starting with u-link / Registration of a new u-link account
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Chapter 2: Starting with u-link

2.1 Registration of a new u-link account
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Chapter 2 - Starting with u-link / Registration of a new u-link account

2.1 Registration of a new u-link account

Open u-link Web page (Step 1)
» Open a browser and enter u-link.weidmueller.com.
» Click button ‘Register’.

Starting the registration process (Step 2)
» Enter your registration data.
» Click button “Next”.

Notes:

= This user will be the administrator of the u-link system
account. Also this user can be used for remote access
service.

= The mail address will be used for logon to the u-link
account and must be unique in the global u-link system.

= The mail address must be existent because after
registration a verification mail will be sent to the entered
address.

= The entered password has to be used for logon to the
u-link Portal after successful registration.

Weidmiiller 3£

12 u-link > u-link login x Y
€ - C [3 https//u-link.weidmueller.com =
Weidmiiller 3£ u-link | Remote Access Service

Login User Name:
Password:

) Remember Login

Forgot Password ?

~

Select language (English/German

i u-link > User Registration X

€& - C B hitpsy//u-linkweidmueller.com/webportal/up/UserRegistration/tabid/3128/language/en-US/Default.aspx By =

Weidmiiller 3t u-link | Remote Access Service

Navigation: User Registration Language: English ¥

Registration system account

Contact details

Compan:© celnobie

Address

steet - If you register a new u-link account

ze:s you automatically will have the
ntry Version'.

u-link login data u-link password

User name: hartmann@wdm-engineering de Password: *

* Thazs fieds are requied

Cancel Next
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Chapter 2 - Starting with u-link / Registration of a new u-link account

2.1 Registration of a new u-link account

Registration process (Step 3)

» Set checkbox that you agree to the “General u-link
terms and conditions”.

» Enter for security reasons the captcha characters
displayed as graphical image.

» Click button “Next”.

Registration process (Step 4)

= An information will be displayed that your u-link account
successfully has been created but it is not yet activated

= You now will now receive a mail containing a hyperlink
to verify and activate your u-link account.

= When clicking button “Next” the u-link Login page will be
displayed. Before your first login you need to
activate your account via verification mail.

Sep 21,2016/ V1.1 /HJH
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€ = C |G https;//u-linkweidmueller.com/webportal/up/UserRegistration/tabid/3128/language/en-US/Default.aspx TR =
Weidmiiller 3t u-link | Remote Access Service

Registration system account
Contact details

First name: Heinz E-mail: hartmann@wdm-engineering.de
Family name: Hartmann +49523114 201234
Company: WDM Engineering Systems Cell/Mobile +48 173123123123

Address

Street: Braunenbrucher Weg 18

ZIP: 32758

City: Detmold

Country: Germany

u-link login data

User name: hartmann@wdm-engineering.de

[F1* Yes, i have read the general terms and conditions and private policy of the Weidmiiller Interface GmbH & Co. KG and
agree with them.

l:l Please enter the characters shown in the picture

* Thess fieds are required

|

|

Cancel Next

4 u-link > User Registration X

€« - C' | 8 https;//u-link.weidmueller.com/webportal/up/UserRegistration/tabid/3128/language/en-US/Default.aspx Bie =
Weidmiiller 3t u-link | Remote Access Service

Registration system account

“Your u-link system account has been created successfully but still needs to be activated.

“You now will receive an email sent to your entered mail address. Open this mail and click on the verification link to activate your
registered u-link system account.

Date: 13.06.2016
Time: 12:03:56

Next

Page 12



Chapter 2 - Starting with u-link / Registration of a new u-link account
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2.1 Registration of a new u-link account

Registration process (Step 5)

» Open your received mail
“‘Registration system account”.

» Click on hyperlink “Verifying
system account”.

Registration process (Step 6)

= Now your standard browser will
be opened displaying the
information that your u-link
successfully was activated.

= Additionally you will receive a
second mail named “Registration
Administrator” containing
information about your user data
(being the u-link administrator of
the registered account).

o) H9 Ua9 )= u-link Remote Access Service: Registration system account "WDM Engineering Systems" - Nachricht (HTML) = = x
) a—
Machricht  Entwicklertools @
Von: Funktionspostfach u-ink (Remote Access Service) Gesendet: Mo 13.06.2016 12:04
An: hartmann@wdm-engineering.de
Ca

Betreff: u-link Remote Access Service: Registration system account "WDM Engineering Systems™

> 0

Weidmiiller <

Verification mail

u-link | Remote Access Service

Dear u-link Administrator,
this is an automatically created email, which you have received from the registration service of the Weidmiiller u-ink Remote Access Portal.

You have initiated a registration process for creating a new system account to use the u-link Remote Access Service.
Before using your new account you initially must verify your system account for activation.

For activation please use this link: Verifying system account
Vour registered data: \ Hyperlink to verify and activate the

Company: WDM Engineering Systems . .

Street Braunenbrucher Weg 13 registered u-link system account.
ZIP code: 32758

Location: Detmold

Country: Germany

First name: Heinz

Last name: Hartmann

Phone: +49 5231 14 29 1234

Mabile: +49 173 123123 123

After successful verification of your system account you will receive a second email containing data of your user account, which was created together with your system account. Your user
account will have administrator rights to maintain your u-link system account.

After that you can logon to the udink Web portal which is accessible via link http:/fu-link.weidmueller.com or http:/fwww. u-link.weidmueller.com. Use for logon the mail address and the password
which you have entered during the registration process.

(%‘ ﬂ;: https://u-link.weidmueller.com/webportal/up/Validation/tabid/3130/language/en O ~ @& & | i urlink > Validation x ‘ | ﬂh i\\? {§}

Datei Bearbeiten Ansicht Favoriten Extras 7

% jop u-link Test-System L} u-link Live System
Weidmiiller 3% u-link | Remote Access Service *

Navigation: Validation Language: English W

Congratulation, verification was successful!

Go to login

Sep21,2016/V1.1/HJH Copyright © 2016 Weidmiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited. Page 13
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2.1 Registration of a new u-link account

Registration process (Step 7)

» Check your mailbox regarding
the mail “Registration
Administrator”.

= This mail contains some
information about your entered
registration data and how to
logon to the u-link Web portal.

= Additionally it contains the
“Activation code” to register /
unlock the software “u-link VPN
client” using this account for
remote access.

Registration process

finished!

= Now you can logon to your u-link
account via web page
u-link.weidmueller.com using
your registered mail address and
entered password.

o) H9 v+ )~ u-link Remote Access Service: Registration Administrator "hartmann@wdm-engineering.de” - Machricht (HTML) = = x
Toa)
Machricht Entwicklertools @
Von: Funktionspostfach udink (Remote Access Service) Gesendet: Mo 13.06.2016 12:11
Am: hartmann@wdm-engineering.de
Cc
Betreff: u-link Remote Access Service: Registration Administrator “hatmann@wdm-engineering. de”
-
Weidmiiller <_ Information mail
._ that the account
u-link | Remote Access Service creator is the
Administrator.
Dear u-link Adminstrator,
this is an automatically created email, which you have received from the registration service of the Weidmiiller u-link Remote Access Portal.
Your admini: ion user ‘hartmann@wdm-engi ing.de’ of the u-link system account 'WDM Engineering Systems’ has been created.
Below user data have been created for your account:
Company: WDM Engineering Systems
Street: Braunenbrucher Weg 18 ACtivation COde to
ZIP code: 32758 .
Location: Detmold register/unlock the software
Country: G T . » .
ouny ermany u-link VPN client” for this
First name: Heinz user account.
Last name: Hartmann
Department:
Function: Note: The activation code
Phone: +49 5231 14 29 1234 .
Mobile: +49 173 123 123 123 can be retrieved — when

logged on to the u-link portal
with this user account — in
menu “User Profile / Tab
Activation code”.

Your login name to access the u-link Web portal- hatmann@wdm-engineering de
You now can logon to the uink Web portal using either the URL http://u-link.weidmueller.com or http:/fwww. u-link.weidmue

Use as login credentials your login name and the password which you have entered during the registration process ojffour system account.

Download and Registration {Unlock) of the PC-based u-link VPN-Client

To access remote Ethemet devices via the uink Portal you need to install the Weidmaller u-link VPN clien
link VPN-Server.

n your PC. This software allows an encrypted and secured access to the u-

You can download the software via below link:
http-ffwww weidmueller com/int/products/electronics-and-automation/maintenance-and-cloud-s
Alternatively you can download the u-link VPN client - after logon to the Web portal —in me

Home > News & Downloads.

To use the udink VPN client it has to be unlocked and assigned to your udink user acgdunt. Run the software and click button 'Unlock’ to start the one-time registration process. During
this procedure you will be requested to enter below activation code. After successdl registration you can initiate a VPN connection to your u-link account (Click button 'Connect’).
Please consider that eventually you have to configure your Proxy parameters (Bufton "Configuration’) if your Internet access is passing a company Proxy server requiring an user
authentication.

Your Registration/Activation code for u-link VPN client: N2ATYCV6ZWEJ

The registration/activation code also can be retrieved - after logon to the Web portal — in menu Home > User profile (Tab Activation code)}
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Chapter 3 — Overview features and functions of u-link Web portal
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Chapter 3: Overview features and functions of u-link Web portal
3.1 u-link Login page
3.2 Menu News & Downloads
3.3 Menu User Profile
3.4 Menu Service Desk
3.5 Menu User Management
3.6 Menu Device Management
3.7 Menu Status
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Chapter 3 — Overview features and functions of u-link Web portal

3.1 u-link Login page

= For logon to the u-link Web portal any
standard browser is supported.

» Open a browser and enter
u-link.weidmueller.com

» Login with user name (Mail address) and
password of the account creator (is
automatically the Administrator).

Weidmiiller 3£

fik u-link > u-link login x4
€& - C [ https;//u-linkweidmueller.com & =
Weidmiiller 3t u-link | Remote Access Service
Login User Name: l‘ @ wdm-engineering.de ‘
Password: ‘ ------- ‘
[ZJ Remember Login
Register
Forgot Password ?
Copyright Weidmiiller Interface GmbH & Co. KG | Klingenbergstrale 16 | D-32758 Detmold Imprint

Sep21,2016/V1.1/HJH Copyright © 2016 Weidmiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited. Page 16



Chapter 3 — Overview features and functions of u-link Web portal

3.2 Menu ‘News & Downloads’ (Initial state after registration)

= After successful login the menu “News &

Downloads” automatically is opened
(Home page).

= This page is separated into the 3

&« =

Current license, is always the

Weidmiiller 3¢

‘Entry Version’ after registration

Navigation: Home > News & Downloads Acfive license: Eniry Version @ Language: English ¥ Logged in as: Heinz Hartmann

Weidmiiller 3£

=4 u-link > Home > News & X
C

(& https://u-link.weidmueller.com/web

Gl vr| =

language/en-US/Default.aspx#

u-link | Remote Access Service

sections: ¥ Home News & Downloads
[hewscnownoass ] — Logged-on user

= “Profile data” -> Contains ToerFroe e —

. . ¥ Service Company: 'WDM Engineering Systems.

information about the data of the - iy Name B

|Ogged-0n user. ¥ Administration Name Heinz

User Management Logged in as: hatmann@wdm-engineering.de
= “News from administrator’ = Here Device Management Last Login Date 61132016 122138 PM \
. . . Status \

any teXt |nf0rmat|0n can be prOVIded News from your administrator ‘\ \ Add news

by the local administrator of this | AN \ '

aCCOu nt to a” Other users Of th iS MNews and Downloads from the u-link glnwmmlstratmn team (Weidmiiller) \ !

“ » Attention: Firmware-Update V 3.0.2 Build 72R8 for Router available! - Download via below link, .

account (Button “Add news”). Each created u-link

. Dowrloads: user can see this Web

users of all u-link accounts.

Sep 21,2016/ V1.1 /HJH

“News and Downloads from global
u-link administrator” - Here the
Weidmuiller u-link administration team
is providing data (any information,
downloads, documents) to all u-link

Please check this section
periodically regarding new

1. w-link Quick Installation Guide (v 1.0): Download

2. uink VPN-Client fir Windows PCs (V1.1.391):Download

Changes to previous version W1.1.388:

* Providing Hyperlinks for direct accessing the u-link login page and to send a

* Providing additicnal help information when assigning the u-link WPN client softwaM™\o a u-link user

account (Registration process)

3. Firmware Router V3.0.2 Build 72728 (released for udink): Download  (Version updated May 23,

Changes to previous version 3.0.1 Build 72391:

* Added support for u-link Intemet connection via Proxy Server.

* Improved diagnostic management (Status messages) for u-link registration process.

Update recommended! An existing configuration can be still used (Reset to factory default settings not

page after login.

The displayed profile
data will be shown
individually based on
the logged-on account.

il to the u-link Support.

The section ‘News from
your administrator’ only
can be maintained by

. . required).
information, software updates o
. P the administrator.
and documentation. S _ _ .
If you have any questions about using the system or any technical problems please send an email to
“ address u-link-support@weidmueller.com. |
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Chapter 3 - Overview features and functions of u-link Web portal

3.3 Menu ‘User Profile’ (Initial state after registration)

= Tab ‘User data’
+ Show/ Edit the data of logged-on user
+  Change Password
+ Select default language when logged on
+  Select default Home page when logged on

Note: Group membership and User permissions cannot be
changed in the Entry-Version. The account creator automatically
is member of group ‘Administrators’, additionally created users
automatically becomes member of group ‘Service'.

= Tab ‘Status Information’
«  Shows several date and time values for information
= Tab ‘Activation Code’

+Activation code: Shows the key which this user has to use to
register/unlock the software “u-link VPN Client”.

- States: “Not used” as long as the u-link VPN Client never has
initiated @ VPN connection to u-link.

“In Use” after first establishing a VPN connection to u-link.

+ Release for additional activation: If state is ‘In Use’ and if you
want to release a second PC as u-link VPN Client using this
activation code you first must enable the checkbox.

Note 1: Checkbox first can be set if state is ‘In Use'!

Note 2: If you release several Service PCs with the same

activation code (all are clones from the perspective of the VPN

server) be aware that you do not start the VPN connection on
these PCs at the same time (A new connection is interrupting
the previous one).

Sep 21,2016/ V1.1 /HJH

¥ Home

News & Downloads

User Profile I

P> Service

» Administration

Note: The login
name is the
unique identifier
of this account
and cannot be
changed as long
as this account
exists.

If you change
anything do not
forget to click
button “Update”.

User Profile

User Data

»  Email Address

Weidmiiller 3£

Each logged-on u-link user can change his own -
editable - profile data and set a new password via

menu ‘User Profile’.

Status Information

Activation Code

User data

Profile

First Name | Heinz

Last Name | Hartmann

Department |

Position |

Telephone | +40 523114 29 1234

CelliMobile | +49 173123123123

hartmann@wdm-engineering.de

membership)

User management

Group member from
Administratoren

User permissioniAutomatically assigned by group

Device management

"

¥ (Login Name) :

Status

Comment management G

P d Document management e
asswor News&Downloads G

New Password |

Language |English -
Confirm Password | == 7

1 Home page |News & Downloads ~

Update
User Data Status Information Activation Code

Password Expires

Status Information

Created Date | 6/13/2016 12:03:56 PM

LastLogin Date | 6/14/2016 1:59:59 PM

Last Activity Date | 6/14/2016 1:59:59 PM

Last Lock-out Date | -

Last Password Change -

Never

Status Information

Act™tion Code

N2ZATYCVEZWEJ

Not used

Release for
O

additional activation

Copyright © 2016 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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Chapter 3 — Overview features and functions of u-link Web portal

3.4 Menu ‘Service Desk’ (Initial state after registration)

Sep 21,2016/ V1.1 /HJH

This menu will be used for access of
remote devices (connecting to remote
Router / Network devices)

The screenshot is displaying the initial
status after registering a new u-link system
account:

Status:
= No devices configured.

= No active VPN connection of this
Service PC to the u-link Portal (The
software ‘u-link VPN client’ still has to
be installed and assigned/registered to
this administrator account if it will be
used for remote access).

Weidmiiller 3£

i u-link > Service > Service X

€& - C' | 8 https//u-linkweidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx# By =

Weidmiiller 3¢

¥ Home
News & Downloads
User Profile

¥ Service

Service Desk I

¥ Administration
User Management
Device Management

Status

Navigation: Service > Service Desk Active license: Entry Version @ Language: English ¥ Logged in as: Heinz Hartmann

u-link | Remote Access Service

Service Desk

Connection status PC: No VPN connection to u-link Portal

VPN connection Service-PC ofline
wifle
No Router/Remote network selectable
¥\

Device Topology \

- g WDM Enginsering Systems \
/ |

™NG

N

Device Topology Connection Status PC

Initially the device container (here WDM This section shows the connection status of the
Engineering Systems) is empty. u-link VPN Client (this Service PC).

A device topology (Router / user-defined

end devices) has to be configured in The screenshot shows the initial status (no VPN
menu Administration - Device connection to the u-link VPN Server).
Management.

The name of the device container
automatically is set to the company name
— which you have entered during the

registration process of this u-link system

account.
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Chapter 3 - Overview features and functions of u-link Web portal

Weidmiiller 3t
3.5 Menu ‘User Management’ (Initial state after registration)

i u-link > Administration > X

= This menu will be used for

Creating and Configuring the «=>C https://u-link.weidmueller.com/webportal/up/Administration/UserManagement/tabid/3127/language/en-US/Default.aspx# By =
accounts of Service users. Weidmiiller 3 u-link | Remote Access Service
* The screenshot s displaying
the initial status after .
I . Creation of a new user
registering a new u-link system | " | Userianaoement
account. At this time only the P ssgnment Users to Groups users dd
account Creator (AdmInIStratOF) ¥ Service = &8 WDM Engineering Systems Type gdﬁ[erlasmefEmall First Name Last Name Department Position ‘ Actions
Of thIS U'Ilnk account |S Service D.esl-: = aia Admm\stratfrsI . : zﬁgngzn@g‘r‘;m— Heinz Hartmann OF @
existent_ ¥ Administration . {Group for administrators)
. ) & HeinzHarmann . .
= All users are organized into the Device Management (rartmann@uicr.enat e 39 The user who has registered the u-link system account
2 groups ‘Administrators’ and e R — automatically is the account administrator.
‘Service'. In the Entry-Version (roup forservee technians) This administrator account also can be used for remote access.
the account creator A new user can be created via button ‘Add’. Each created user
Ztétomgt’:catlly lt? tlhe - Permissions of users are based on automatically is member of group ‘Service'.
mlnfzga or ;ec;nglpg 0 membership of groups '
[ B4 ] ‘ . ) roups
group mInIS ra orS ' . AdmInIStrators and SeNICG . /&;pe MName Description Permission Management Actions
" EaCh new Created user WI” In the ‘Entry Vers|0n’ Only thls both Users Devices Status Comments | Documents. News &
. Downloads
become a member of group groups exist and have pre-defined, : -
‘Service'. not changeable permissions R s o Y
. . : § Senvice Group for service - @ - @ ®
= The Administrator is allowed to technicians N
fully maintain the account. T 4 4 4 4
= A Service user may maintain User Management: Maintain users (create, delete, edit)

the device topology (creating
Routers and user-defined
Ethernet devices) via Menu
‘Device Management’ but may
not maintain users (Menu
‘User Management' is hidden).

Device Management: Maintain devices (create, delete, edit remote Routers)

Status: Menu “Status” is visible or hidden

Comments: Add/Delete comments to defined objects (Menu Device Management)

Group permissions

Documents: Add/Delete documents (any file type) to defined objects (Menu Device Management)

New&Downloads: Add/Edit news in menu News&Downloads (Visible for all created users)
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Chapter 3 — Overview features and functions of u-link Web portal

3.6 Menu ‘Device Management’ (Initial state after registration)

i u-link > Administration > X

Sep 21,2016/ V1.1 /HJH

This menu will be used to
configure device objects (Router,
Ethernet-based devices
connected to the Router)
representing the physical remote
devices.

The screenshot is displaying the
initial status after registering a
new u-link system account.

-> No devices configured
(Container ‘Device Topology’
is empty).

After setup the configured device
topology will be displayed in menu
‘Service Desk’ to initiate a remote
access to Ethernet devices via
defined Router objects.

Weidmiiller 3£

€ - C | @ https//u-link.weidmueller.com/webportal/up/Administration/DeviceManagement/tabid/3126/language/en-US/Default.as| B 17 | =

Weidmiiller 3£

¥ Home

Device Management
News & Downloads

Navigation: Administration > Device Management Active license: Entry Version (i) | Language: English ¥ Logged in as: Heinz Hartmann

u-link | Remote Access Service

User Profile Device Topology

Device configuration | Access rights (groups)| MNew

¥ Service || . i‘i WDM Engineering Systems
Service Desk

¥ Administration

User Management

I Device Management

Status

Device Topology

Initially the device container (here WDM
Engineering Systems) is empty.

The name of the device container
automatically is set to the company name
which you have entered during the
registration process of this u-link system
account.

Creating new devices

Router objects and Ethernet-based devices
for remote access have to be configured by
clicking button “New”.
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Chapter 3 — Overview features and functions of u-link Web portal

3.7 Menu ‘Status’ (Initial state after registration)

= This menu is displaying status and
license information of this system
account.

= When registering a new u-link
system account the version
always will be the ‘Entry Version’.
An upgrade to a chargeable
‘Standard Version’ can be done
via button ‘Upgrade to Standard-
Level'.

= For logging and reporting
purposes following information will
be provided:

= Current connections (Service
user to Remote Router)

= Monthly data volume (VPN
traffic) of a Service user

= Connection history (Service user
to Remote Router)

= The VPN traffic and the
connection history additionally
can be exported to a csv-based
text file.

Sep 21,2016/ V1.1 /HJH

8 u-link > Administration > X

Weidmiiller 3£

€ - C' |8 httpsy//u-linkweidmueller.com/webportal/up/Administration/Status/tabid/1022/language/en-US/Default.aspx#

B =

Weidmiiller 3£

Navigation: Administration > Status Active license: Eniry Version @ Language: English W Logged in as: Heinz Hartmann

¥ Home
News & Downloads
User Profile

¥ Service
Service Desk

¥ Administration
User Management

Device Management

I Status

Status / Statistics

“ersion

u-li

nk | Remote Access Service

Entry-Level Upgrade to Standard-Level
Validity period Unlimited This button is only visible when logged-in
Max. number of simultaneous VPN connections as Administrator.
(PC « u-link «— Router/Remate network) 2(0 used) . .
When entering the license code of a
‘Standard Version’ the extended features
Currently connected u-link WFN clients: WI" be prOVided immediately'
Name Type Connected since Connected to Router
No clients connected.
WPN Traffic Export Summary | Export Details
Name Sent Received Total
No data recorded.
MB MB MB
Connetion Log Export
Router User Start End

No data recorded.
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Chapter 4 - Setup of a remote access scenario (Example)

Weidmiiller 3£

Chapter 4: Setup of a remote access scenario (Example)
4.1 lllustration of sample application
4.2 Creating a new user account (u-link Web portal)
4.3 Administration of a user account (u-link Web portal)
4.4 Setup of the Device configuration (u-link Web portal)
4.5 Preparing of the Service PC
4.6 Configuration of the Router
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Chapter 4 - Setup of a remote access scenario (Example)

Weidmiiller 3£

4. 1 lllustration of sample application (Setup described on next slides)

Windows Service PC
Having any kind of Internet access, eg. via company network or
via DSL Router or via mobile connection. u-link System account

WDM Engineering Systems
PC may have any IP except an IP from the range of the remote
network (otherwise the Routing to remote network

Internet Router Remote accessible network
will not work). Sample application Router
is connected to a |IE-SR-2GT-LAN
VPN client for encrypted _ DSL-Router. u-link VPN Profinet u-remote Emﬁnet
communication with - ' " |0 device

lin

remote devices

IP WAN Port  |P LAN Port
T ‘ Assigned by DHCP  192.168.1.254 192.168.1.54  192.168.1.55
u-link Portal access via = u-link Web portal for management of from Internet Router

Standard browser — Service users, configuration of the
| remote Device topology and selecting
) a target Router for remote access.
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Chapter 4 - Setup of a remote access scenario (Configuration u-link Portal)

Weidmiiller 3£

4.2 Creating a new user account
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Portal)
Weidmiiller 3t

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 1) | Weidmiiller 3= u-link | Remote Access Service
Note:
After registration of a new u-link system | ~ "™ User Management
account only the administrator account | v samisiaton Aessnment Users o Croves v S— : A
. . e — = #& wom Engineering Systems Type | User Name/Email First Name Last Name Department Pasition ﬂ Actions
exists. For doing a remote access the S A posress
. . evice Managemen ] ministrators . hartmann@wdm- nz artmann y
administration account also can be status R — B engneenngae H Far O @
used, there is no need to create an | 7§ HenzHartmann
agn . . i hartmann m-engineering.de)
additional service user. Next slides L s e
describe how to create and maintain a (Group for senves technicians)
service user. For the later described
example of a remote access session the Add new user |
administrator account is used, not the Groups
. . . Type | Name = il
service user which we will create on the First Name | Michasl
next slides.
e ts des % Administrator; LaSt Name |J0hnsnn B
» Goto menu ‘User Management’. d senvee Department | Service Deparment
» Click button ‘Add’ in section ‘Users’. Position [ Technical support
= A neW;]NIndOW(;Nl” be dlSplayed to .de) Telephone | +40 5731 123456
enter the user data. .
CelliMobile | +4a 173 123456
» Enter the describing user data. Attention: _
>~ Enter the users mail address. « The Login name (mail address ) is used as > i Namey [ michael jonnson@wdm-enginee:
= |t will be used for Login to the u-link unique identifier of this user account inside
Web portal. of the global u-link system.
. ) ‘ ‘ ) Activation 1D | will be generated
» Click button ‘Insert’. * It may be used only one time. =
= Now the user will be created. * The Login name cannot be changed and T — bl
=2 dllle
= The activation code for registering cannot be used a second time as long as . . o c
the u-link VPN client of this user this user accounts exists. Window displayed after clicking button ‘Add
automatically will be generated. = = N
[T == Administrators A v v
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Portal)

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 2)

= As next step the new user will be informed by
mail that the administrator has created a u-link
user account.

= After clicking button ‘Insert’ this window will be
displayed to send the ‘User registration mail’ to
the mail address of field ‘Destination address’.

» Click button ‘Send email’.

= The recipient will receive a mail of type
,Registration User’ from sender address u-
link-noreply@weidmueller.com .

Note:

— | Add new user -= Info mail to user WIndOYV d,ISplayed
after clicking button
FirstMame | Michael Insert
LastName | Johnson
Department | Service Deparment
Position | Technical support . L
Now the unique activation code
i Telephone | +49 5231 123456 to be used for registering the
CellMobile | +48 173 123456 ‘u-link VPN client’ of this
E:[“f;'i?ﬁiﬁi? michael johnson@wdm-sngiar service user is created.
Activation ID | UVB4ZEXFITZ2
De:ﬂ'é?gg“ michael johnson@wdm-engineel
Sender addp#ss | u-link-noreply@weidmuellercom T
ormaton <€ _ Window displayed
after clicking button
Add new user -= Info mail to user ‘Information’

Information about u-link accessibility of this new user

Weidmiiller 3£
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By default the user registration mail is sent to the mail
address which is used for user login. For this reason both
Mail address (Login name) and Destination address are the
same.

If the user registration mail shall be sent to a different mail
address then it is possible to change the destination
address.

The user account has been created. Mow you have to send an
email to the user cantaining the entered data and a Hyperlink
for setting an initial passwaord to log into the u-link Web portal.

The initial passward setting via the Hyperlink is mandatary
otherwise a login into the u-link Web portal is not possible.

Maote:

[f you - as administrator - would like to activate the users u-link
access and to set a password by yourselfthen please change
the content of parameter _.Destination address® to your mail
address. Then you will receive the mail instead of the created
User.
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Portal)

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user

(Step 3 - To-Do by new user)

= Screenshot shows the mail (Type ‘User
Registration’) which the new user has
received from the u-link administrator.

= At his time the user account already is
active but before login to the u-link Web
portal the new user has to set an initial
password.

» Open the mail.

» Click hyperlink ‘Generate password'.
= Now an u-link Web page will be opened

to enter the initial password of this user.

Sep 21,2016/ V1.1 /HJH

Mail ‘User Registration’

Weidmiiller 3£

B9 U e s u-link Remote Access Service: Registration User "michael johnson@wdn . e . . x
S = (sent by Administrator in previous step to
Nachricht  Entwicklertools @
Vo Funktonspostich ik e Acess Sevie) recipient ‘Destination address’) ss
An: michael. johnson @wdm-engineering. del
Ce
Betreff:  u-link Remoate Access Service: Registration User “michael johnson@wdm-engineering.de”
R

Weidmiiller <

u-link | Remote Access Service

Dear u-link User,
this is an automatically created email, which you have received from the registration service of the Weidmiiller u-link Remote Access Portal.
The Administrator of your uink system account 'WDM Engineering Systems' has created a new user account with the login name ‘michael.johnson@wdm-engineering.de'.

Below user data have been created for your account:
Company WDM Engineering Systems

Street: Braunenbrucher Weg 18

ZIP code: 32738

Location: Detmold

Country: Germany

First name: Michael

Last name: Johnson

Department: Service Department . P

Positon Techmical suppor Hyperlink to set an initial password
Phone: +49 5231 123456 .

Mobile: +49 173 123456 of this user account for Iogon to

the u-link Web portal.

Your login name to access the u-link Web portal: michael.johnson@wdm-engineering.de
Before logon to the uink Portal using your user name you initially have to g
To set your password please use this link: Generate password
_com or http-/iwww u-link

After successful password setting you can logon to the u-link Web portal using either the URL http-//u-link ~com. You can change your password after login at any

time in menu Home > User profile > Tab User data.

Download and Registration (Unlock] of the PC-based u-link VPN -Client

To access remote Ethemet devices via the u-link Portal you need to install the Weidmdiller u-ink VPN client on your PC. This software allows an encrypted and secured access to the u-link VPN-Server.

You can download the software via below link:

http fiwww weidmueller com/int/products/electronics-and-automation/maintenance-and-cloud-service
Alternatively you can download the u-link VPN client - after logon to the Web portal —in menu Home > News & Downloads.

To use the ulink VPN client it has to be unlocked and assigned to your u-link user account. Run the software and click button 'Unlock’ to start the one-time registration process. During this procedure you will be
requested to enter below activation code. After successful registration you can initiate a VPN connection to your u-ink account (Click button 'Connect’). Please consider that eventually you have to configure your
Proxy parameters (Button 'Configuration) if your Internet access is passing a company Proxy server requiring an user authentication.

Your Registration{Activation code for u-link VPN client: UV84Z6XFJTZ2
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Chapter 4 - Setup of a remote access scenario (Configuration u-link Portal)

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user
(Step 4 - To-Do by new user)

» Enter the password twice.
» Click button ‘Create’.
= After successful creation the u-link Login page is
displayed.

= Now the user can login to the u-link Web portal
using his login name (mail address) and the
entered password.

u-link Web page to
enter the password

u-link Login page displayed

fter creating th q SR A I E—
alter creating the password. (IS I S—
[CIRemember Login
Register
Forgot Password ?
Copyright Weidmdller Interface GmbH & Co. KG | Klingenbergstrae 16 | D-32758 Detmold Imprint

Weidmiiller 3£

“EEE! =X
@@| ﬂﬂ https://u-link.weidmueller.com/webportal/up/Password LS-ac H ,‘ﬁ," u-link > Password Change % | ‘ @ i:&' E}

Datei  Bearbeiten Ansicht Favoriten Extras 7

{,’}3 ,";,'. u-link Test-System ,";,'. u-link Live System
Weidmiiller 3 u-link | Remote Access Service ~

Navigation: Password Change Language: English W

Create Password

To sef a password please enter the selected password twice. Both entered passwords must be
identical. By selecting "Create", the password is accepted.

Password * | |

Confirm password * | \

Cancel Create

==
g(@| ok hitps:// i P P in/tabid/3131/languac O ~ @& C ” ik u-link > u-link login x‘ | {0 g fed

Datei Bearbeiten Ansicht Favoriten Extras 2

5 il u-link Test-System { u-link Live System

Weidmiiller 3 u-link | Remote Access Service
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Chapter 4 — Setup of a remote access scenario (Configuration u-link Portal)

4.2 Creating a new user account (u-link Web portal)

Creating a new Service user (Step 5)

= The new user now is displayed in
section ‘Users’ and automatically
assigned to group ‘Service'.

= The permissions of this user are based
on the permissions of group ‘Service’
having following rights:

= User Management is prohibited (only
allowed for Administrator account).

= Device Management is allowed
(Maintain Router, user-defined end
devices).

= Access to Menu ‘Status’ is allowed.

= Documents and Comments can be
stored to defined device objects
(Menu Device Management).

= Creation of information messages in
Menu ‘News & Downloads’ is
prohibited.

= The permissions cannot be changed in
the Entry-Version.
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» Home

» Service

¥ Administration
User Management
Device Management

Status

User Management

Weidmiiller 3£

u-link | Remote Access Service

N Navigation: Administration > User Management Acfive license: Entry Version @ Language: English ¥ Logged inas: Heinz Hartmann

Assignment Users to Groups Users Add
= #& WDM Engineering Systems Type | User Name/Email First Name Last Name Department Pasition Actions
Address
3% Administrators hartmann
@wdm-
{Group for admini i engineering.de Heinz Hartmann @ 3 @
: michael johnson@wdm . .
...... & Heinz Hartmann & A Michagl Johnson Service Department  Technical support O @M
(hartmann@wdm-engineering de) T
=& senice
(Group for service technicians) New user being automatica"y
. ) ‘ Ryay)
§ wichael Johnson member of group ‘Service
{michael johnson@wdm-engineering.de)|
Groups
Type | Name Description Permission Management Actions
Users Devices Status. Comments | Documents News &
Downloads
; Group for
a  Administrators administrators ‘ ‘ ‘ ‘ ‘ ‘ 0
. Group for service
5 EINEE technicians - - - - ®
User Management
e u =
I=- 84 WDM Engineering Systems Typq | User Name/Email First Name LastName Department Position Actions 1
- Adminiarat Address L5 Sok Ascending
. iministrators
] harmann@wam- Heinz Hartmann 1= Sort Descending
(Group for administrators) engineering de B e ot
. . = Clear Sortin;
“ & Heinz Hartmann H CHECIETET) Michael Johnsan Service Department Technical sul Wl BestFit °
(hartmann@wdm-engineering.de) I @ye il Comns 9|
. . ¥ User Name/Email Address
Information about displayable user parameters @ Frstame
{ H y ]
Do a right mouse click on the grid header to open & tasttiane
i D,
a sub menu for enabling/disabling the visibility of @ posison
(3]
user parameters. o
s | vans [P~ - Actions.
U Activation code
Users Devices| a News &
W Authorised Downloads
[ wimimtmin GrOURTOr -~
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4.3 Administration of a user account

Sep21,2016/V1.1/HJH Copyright © 2016 Weidmiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited. Page 31



Chapter 4 - Setup of a remote access scenario (Configuration u-link Portal)

4.3 Administration of a user account (u-link Web portal)

Provided actions to maintain a

service user
= Following user-related actions are
provided:

= View user data
= Edit user data

= Send an information mail to user
containing the user data

= Delete the user account

Note:

The administration of user accounts
only can be done by the Administrator.

The menu item ‘User Management' is
not visible for service users.

Sep 21,2016/ V1.1 /HJH

Weidmiiller 3

» Home

> Service

¥ Administration
User Management
Device Management

Status

User Management

Weidmiiller 3£

u-link | Remote Access Service

" Navigation: Administration > User Management Active license: Enfry Version @ Language: English ¥ Logged inas: Heinz Hartmann

Assignment Users to Groups Users Add
= &8 WDM Engineering Systems Type | User Name/Email First Name LastName Department Position Actions
) Address
% Administrators
H hart.mann.@wdm Heinz Hartmann OF @
{Group for administrators) engineering.de
michael johnson@wdm
~ & Hainz Hartmann 0 e Michael Johnson Service Department  Technical support OF@m
(hartmann@wdm-engineering.de)
=ha service . .
ETR— Provided user-related actions
& wichael Johnson
{michael johnson@wdm-engineering.de)
Groups
Type | Name Description Permission Management Actions
Users. Devices Status. Comments | Documents News &
Downloads
@  Administrators Group for 4 v v v o v ®
L administrators
. Group for service
5] EEEE technicians - - = = @
Page 32
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4.3 Administration of a user account (u-link Web portal)

Action ‘View user data’

> Click button ‘View’ to open a new window showing

the user data on tabs
— User Data

— Status Information

— Activation Code

= In viewing mode no data can be changed.

Weidmiiller 3£

Users Add

Type | User Name/Email First Name Last Name Department Fosition Actions
Address

. hartmann@wdm- )

¥ engineering.de Reinz Rartmann oFe
michael johnson@wdm X

- engineering de Michael Johnson Service Department Technical support @’ @ ]ﬂl

Button ‘View User Data’

User data
FirstName
LastName

L Department

Fosition

Telephone

|| CellMabile

Email Address
(Login Name)

View user data (Michael Johnson)

Activation Code

Michael

Johnson

Service Department
Technical support
+49 5231 123456

+40 173 123456

michael johnson@wdm-enginee

Profile

Group member from
Service

User permission(Automatically assigned by group

membership)
User management
Device management
Status
Comment management
Document management
News&Downloads

Language English
Home page N
Authorised  Yes

Administrator  No

LYRLSNL VY

L | w2

View user data (Michael Johnson)

User Data

Status Information

Created Date

Password Expires

TI6/2016 11:43:52 AM

Last Login Date | -
Last Activity Date -

LastLock-outDate -

Last Password Change -

Never

I ] wr

F4

Close

Sep 21,2016/ V1.1 /HJH

ebten et

View user data (Michael Johnson)

User Data Status Information
Activation ID
Activation Code  UVEB4ZEXFJTZ2
State | Notused \

After first VPN connection of this
service user to the u-link VPN server
the status is changed to ‘In Use’.

Close
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4.3 Administration of a user account (u-link Web portal)

Action ‘Edit user data’

» Click button ‘Edit’ to open a new window showing the user data

on tabs
— UserData
— Activation Code
= |n this mode data can be changed.

Edit user data (Michael Johnson)

|
User Data Activatioyﬁe/

parameters

Weidmiiller 3£

group membership)

Changeable _ Not changeable parameters .
(Permissions assigned by

]
User data /

Profile A\ 4

First Name | Michael

Last Name |Johnson

Department | Senvice Department

Position |Technica|suppnrt

Telephone | +49 5231 123456

Cell/Mobile | +49 173 123455

Email Addrass michael johnson@wdm-engines

Group member from
Service

User permission(Automatically assigned by group)
membership)

User management
Device management

Default language

(Login Name) o : when |Ogged in to
atus i
Comment management cd U'Imk Portal
Document management Ld |
Password News&Downloads Defau|t Home page
New Password | _ ¥ when logged in to
Confirm Password | Language ‘Engllsh '|/ Ink P I't I
/ Home page | MNews & Downloads | L||' I orta i
Password change Authorised | e - w_Activate / Deactivate
by Administrator Adminisator. | o 7} the users u-link access.
veese conel |f set to “Yes' then this user will be the new Administrator having full

permissions.

Attention: The current administrator will be become a Service user
(Member of group ‘Service’) having these limited group permissions.

Sep 21,2016/ V1.1 /HJH

Button ‘Edit User Data’

Users Add

Type | User Name/Email First Name Last Name Department Fosition Actions
Address

. hartmann@wdm- )

" engineering.de Reinz Rartmann oFe

- THETEE [JE i Michael Johnson Service Department Technical support (i Z @ f_l_
engineering.de p PP

User Data

Edit user data (Michael Johnson)

Activation ID

Activation Code

UVBAZEXFITZ2

State

Release for
additional activation

Notused

=

~—

Activation Code

If you want to use a second PC running as ‘u-link
VPN Client’ using this activation code then - if state
is ‘In Use’ - you first must enable the checkbox

‘Release for additional activation’ to allow an
1 additional use.

Note 1: Checkbox first can be set if state is ‘In Use’
(is changed when service user first time connects
to u-link).
Note 2: If you release several Service PCs with the
same activation code be aware that you do not

start a VPN connection on these PCs at the same

time. All are VPN connections are identical clones
from the perspective of the VPN server. If you

would do this a new connection is interrupting the
previous one).
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Action ‘Send information mail to user’

Weidmiiller 3£

> Click button ‘@’ to open a new window for
sending an information mail (containing the user
data) to the users mail address.

Send info mail to user again

FirstName | Michael

LastMame | Johnsan

Department | Service Department
Position | Technical support

Telephone | +40 5231 123456

CelliMobile | +49 173 123458

Email Address

(Login Name) michael johnson@wdm-enginee!

Activation ID  UWB4ZEXFITZ2

Destination

address michael johnson@wdm-enginee!

Sender address | u-link-noreply@weidmuellercom

Maote: Mail can be sent to a different recipient by changing the
content of field "Destination address”

Send email Cancel

This window will be displayed
after clicking button ‘@’

Sep 21,2016/ V1.1 /HJH

v

Users Add
Type | User Name/Email First Name Last Name | Department | Fosition Actions
Address . o s
Button ‘Send mail with user data
. hartmann@wdm- )
M ) ) Heinz Hartmann
engineering.de
michael johnson@wdm . .
- . J. Michael Johnson Service Department Technical support
engineering.de
H96+*9 = u-link Remote Access Service: User "michael. de" - Nachricht (HTML) - = x
Nachricht  Entwicklertools
Von: Furktionspostfach u-ink (Remote Access Service) Gesendet: Mi06.07.2016 16:16
An: michael. johnson@ndm-engineering. de
@
Betrefl:  u-link Remote Access Semvice: User “michael d
-
- o i
Weidmiiller
u-link | Remote Access Service ;
Dear u-ink User,
this is an automatically created email, which you have received from the registration service of the Weidmiller u-link Remote Access Portal
The Administrator of your u-link account 'WDM Engineering Systems' has sent this mail - containing your user account data - for your information.
Below user data have been created for your account:
Company WDM Engineering Systems
Street: Braunenbrucher Weg 18
ZIP code 32758
Location Detmold |
Country: Germany
Fist nam: Wichas Sample mail which the addressed
Last name: Johnsen . . .
Department Senvce Depariment service user will receive.
Position: Technical support
Phone: +49 5231 123456
Mobile: +49 173 123456
Your login name to access the u-link Web portal: michael jt i de
Forlogon to the u-link Portal please enter your user name and your valid password. This you either have set initially during the activation process of your user account (refer to your received mail "u-link
Registration User") or you have already changed it after first logon to the u-ink Web portal.
Link to u-link login: http-//u-link com or http:fwww u-link com
Download and Registration {Unlock) of the PC-based u-link VPN-Client
To access remote Ethemet devices via the u-link Portal you need to install the Weidmiiller u-link WPN client on your PC. This software allows an encrypted and secured access to the u-link VPN-Server.
You can download the software via below link:
httpe/Awm. ducts/el d d-cloud-service
Altematively you can download the u-link VPN client - after logon to the Web portal — in menu Home > News & Downloads.
To use the uink VPN client it has to be unlocked and assigned to your ulink user account. Run the software and click bution "Unlock' to start the one-time registration process. During this procedure you
will be requested to enter below activation code. After successful registration you can initiate a VPN connection to your u-ink account (Click butten ‘Connect’). Please consider that eventually you have to
configure your Proxy parameters (Button ‘Configuration’) if your Intemet access is passing a company Proxy server requiring an user authentication.
Your istration-/Activation code for u-link VPN client: UV84Z6XFJTZ2
The registration/activation code also can be retrieved - after logon to the Web portal — in menu Home > User profile (Tab Activation code)
-
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Action ‘Delete user’
» Click button ‘Delete’ to delete the user.
= A window will appear asking you if you are
sure to delete the user. After confirmation the
user will be deleted.
= The list user item in the section ‘Users’ will be
removed.

Sep21,2016/V1.1/HJH Copyright © 2016 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.
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Users o

Type | User Name/Email First Name LastName Department Pasition Actions
Address

. hartmann@wdm- )

¥  engineering.de Heinz Hartmann O @

: michael johnson@wdm Michael Johnson Service Department  Technical support ® @

engineering.de

Button ‘Delete user’
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4.4 Setup of the Device configuration
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4.4 Setup of the Device configuration (u-link Web portal)

Create a Router object (Step 1)
» Goto menu “Device Management”.

» Click Tab “New” to configure the first
Router object (access point to devices
at remote network).

» Drag from “Device selection” the
Router/Firewall object and drop it on
the container object in ‘Device
Topology'.

= Aninformation window will be displayed
showing that this action was accepted.
By creating a Router object an unique
activation code will be created, which
later has to be used to assign a
physical Router to this defined object.

= Now the new Router object is defined
as first device in the device topology
container.

= Next the properties of this Router object
have to be configured.

Sep 21,2016/ V1.1 /HJH

Weidmiiller 3£

u-link | Remote Access Service

Navigation: Administration > Device Management Active license: Enfry Version @ Language: English ¥ Logged in as: Heinz Hartmann

Weidmiiller 3¢
» Home
P Service

¥ Administration
User Management

Device Management

Device Management

Device Topology

Device configuration Access rights (groups) I | New |

i‘i WDM Engineering Systems

Drag and drop

Device selection {Add to topolegy by Drag-and-Drop)

Router/Firewall

<] User defined end device

u-link | Remote Access Service

Navigation: Administration > Device Management Active license: Entry Version @ Language: English W Logged in as: Heinz Hartmann

Status
Weidmiiller 3¢
» Home
P> Service

¥ Administration
User Management

Device Management

Device Create new Router/Firewall cbject

Device Topq

E"‘!‘ WD | configuring the Router (Menu u-link of Router Webinterface).

. E The activation code of this object is stored in section Properties of tab Device configuration.

Close

Anew Router/Firewall object with activation code KPBUTTANVETM' has been created.

To assign a physical Router to this object you need to enter and register this activation code when

rights (groups) New

Drag-and-Drop) I

u-link | Remote Access Service

Navigation: Administration > Device Management Active license: Entry Version @ Language: English ¥ Logged in as: Heinz Hartmann

Status
Weidmiiller 3t
» Home
» Service

¥ Administration
User Management
Device Management

Status

Device Management

Device Topology

Device configuration Access rights (groups) New

= 2%, WDM Engineering Systems

: ' Router/Firewall

Copyright © 2016 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Device selection (Add to topology by Drag-and-Drop)
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4.4 Setup of the Device configuration (u-link Web portal)

Configuration of properties of new
Router object (Step 2)
> Highlight the Router/Firewall object and
click Tab “Device configuration” to
display object specific item parameters.
= Section “Properties”
All items with an “Edit Icon” (except
parameter Activation code) can be
edited to store individual data to this
object. These parameters (text-based
fields) are used only for information.
They have no relevance regarding the
remote access functionality.
= Section ,Actions”
By default the 2 actions
Connect VPN Router < u-link and
Connect VPN PC « u-link <> Router
are predefined.
First action can be used to start a VPN
connection on the Router to the u-link
VPN Server remotely from the u-link
Portal (via WWH function).
Second action will be used to initiate a
VPN pass-through connection from a
Service PC via u-link VPN Server to the
Router (to access remote devices).
Via button ,Add“ customized actions
(currently only http/https based calls)
can be defined and started via mouse
click).
Note: Actions are only active in menu
,Service Desk*
Sep21,2016/V1.1/HJH

Weidmiiller 3£

Weidmiiller 3¢

Navigation: Administration > Device Management

» Home

u-link | Remote Access Service ©

b e Device Management
¥ Administration Device Topology Device configuration | Access rights (groups) New
User Management = B3 WOM Engineering Systems | Properties |
Device Management H l Router/Firewall Name Router/Firewall Z
Status _\ lcon ]
Device Type Router/Firewall Z
Screenshot shows initial Kenifcation g
. . Location B
data aftel' Cl'eatlng thIS -’_» Serial Number ?
Router/Firewall object. " b
’:::ii:;m/' KPBUTZANVETM B
= Inactive
o c - /: atus-VPN Router <= u-link Disconnected
The displayed activation code (not T | o von e e aimes N
changeable) is unique for each defined | — I
Router object. Via “Edit Icon” the Connect VPN Router > u Link
activation code can be released for Connect VPN PC < wink < Router
additional use (for example in case of lpocmene 1
replacement of a defective Router). [ commert ]

No comments to display.

= Section “Documents”

Storing/Retrieving documents (any file type)
assigned to this object. Can be done by all
u-link account users.

= Section ,Comments”

Creating any comments (information) to this
object. Useable by all u-link account users.
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Note:

For preparing a remote access session via a Router
(which will be assigned to this Router object) you only
need the activation code. Copy and save this activation
code which later is necessary when preparing the physical
Router for u-link access.

For a remote access session it is not necessary to edit
anything. But we recommend to edit the text-based fields
in section “Properties” to better identify the defined object.
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Screenshot of created
Router object after
changing the values of
some parameters in
section Properties.
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= u-link > Administration >

x

Weidmiiller 3£

€& - C | B8 https//u-link.weidmueller.com/webportal/up/Administration/DeviceManagement/tabid/3126/language/en-US/Default.aspx

By =

» Home

> Service

Weidmiiller 3t

Navigation: Administration > Device Management Active license: EntryVersion (i) | Language: English ¥ Logged inas: Heinz Hartmann

u-link | Remote Access Service

Changed name also is displayed in section Device Topology

T~

Device Management

¥ Administration Device Topology / Device M1 | Access nghts (groups) | New
User Management =] i‘h WDM Engineering Systems / Properties \
Device Management I Access Router Machine 1 Name A Access Router Maching 1 B
Status lcon (]
Device Type RouterFirewall @
Identification B4
Location Factory Detmold B4
Serial Number B4
IP 192.1668.1.254 (LAN port) @
Activation Code KPBUTTANVETM B
This screenshot shows the - on previously Status-WivH Inactive
A : Status-VPN Router <= u-link Disconnected
slide - created Router object after _
. . . Status-VPN PC < u-link <> Disconnected
changing the properties of this Router Router
Ob]eCt Actions Add
Connect VPN Router <= u-Link
Connect VPN PC < u-link <+ Router
Open Router Web page B m
Documents Add
Backup_Router_Configuration.cf2 ;?;g%trtaetr\on Backup of Y B m
Comments Add
Comment to Machine 1
By Heinz Hartmann Created at 6152016 4:03:49 PM
Any information which is visible for all users ofthis u-link system account
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4.4 Setup of the Device configuration (u-link Web portal)

Configuration of a ‘User defined end Weidmiiller 3t u-link | Remote Access Service |
device' connected to Router LAN port | prespremespmprereny
(Step 3)
= The object type ,User defined end device" oo Device Management
can be lused to define any deVice ty'pe .being ¥ Administration Device Topology Device configuration Access rights [groupsi ‘ New |
accessible by an Ethernet communication User Management 5 5, WOM Engincering Systems Device slection (Adk to topology by Dragrand-Drop)
(TCP/UDP) Device Management jl Access Router Machine 1 Dl’ag and dI’Op l Router/Firewall
. . . . Status I_‘ User 0NQed end device . -~ User defined end device
= This object type will be used to provide a . on Router object 7’:
mapping of remote accessible devices Screenshot after creating an -
behind the Router. It is not necessary to “ User defined end deV'C‘f i
create ‘User defined end devices' for
remote access because all IP addresses at | weidmiitier 3¢ u-link | Remote Access Service

Router LAN port e acossile wher

having a pass-through VPN connection to

the Router. : 2::{;_ Device Management
¥ Administration DzasTersleny Device configuration ‘ ilccess rights (groups) | New
» Select Tab ‘New’ User Management = &, WOM Engineering Systems Propertiss
> Drag from ‘Device selection’ the object rew— G posess Rouerbiznine e e .
‘User defined end device’ and drop to the e Device oe Sirens i 579 o
container object ‘Access Router Machine 1. P %
» Click Tab ‘Device configuration’ and Screenshot shows 2 configured ‘User defined end Serial Number B
configure the object specific properties as devices’ connected to LAN port of the Router. One is — e -
you want (Screenshot shows 2 already representing a Profinet PLC, the other one is No actions 1 dispiay.
configured ‘User-defined end devices'). representing an u-remote |0 device. ement — Add
I::g%ﬁ@ r?::ier:?orfrrgtaet)i(;ba'l's}?edyﬁt?:\j/z) r?(:e Note: This configuratiPn we will use for setup of the et display. —
. ) remote access scenario. ]
relevance regarding the remote access
functionality.
= Same as for a Router object the features Preparing of the device configuration now is finished !
‘Actions’, ‘Storing documents and In the next steps both the Service PC (using this administrator account) and the
comments’ are provided for this object type. physical Router (which later is located in the remote network) have to be configured.
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4.5 Preparing of the Service PC
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4.5 Preparing the Service PC

Download and installation of

Windows software ‘u-link VPN

Client’ (Step 1)

» Logon to the u-link Web portal using
your user name and password

» Goto menu “News & Downloads”

» Download the provided software from
section “News&Download from global
u-link administration”

Unzip the download file and install

the software (Step 2)

= For installation you need admin
rights.

Screenshot after successful installation

Sep 21,2016/ V1.1 /HJH
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u-link | Remote Access Service

Last Login Date: 662016 10:21:30 AM

2 udink VPMN-Client for Windows PCs (V1.1.391):Download

Installation successful

% u-link VPN Client (1.1.391)

Changes to previous version V1.1.388:

Mews frem your administrator Add news
[ ]
News and Downloads from the u-link global administration team {Weidmiiller)
Attention: Firmware-Update V 3.0.2 Build 72728 for Router available! - Download via below link.
Downloads In this section we
1. udink Quick Installation Guide (V 1.0 Download provide updates of all

downloadable files.

* Providing Hyperlinks for direct accessing the u-link legin page and to send a mail to the u-link Suppert.

* Providing additional help information when assigning the udink VPN client software to a u-link user

account (Registration process).

Schliessen
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New u-link desktop icon

Weidmiiller 3t
¥ Home News & Downloads
News & Downloads
User Profile e ShowiChange
> Service Company. WDM Engineering Systems
P Administration Famliy Name Hartmann
Name: Heinz
Logged in as: hartmann@wdm-engineering.de
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4.5 Preparing the Service PC

Start software “u-link VPN Client” on the Service

PC (Step 3)

= The program window will be opened and the u-link icon
will be displayed in the notification area of the taskbar.

= Initially the software is not assigned to a u-link user
account.

= Before starting a VPN connection to the u-link VPN
server the software has to be unlocked (registered)
using the unique activation code of the u-link user
account which shall be used for remote access.

Sep 21,2016/ V1.1 /HJH

I u-fink VN Client 8| 10| x|
Weidmiiller E u-link Access Code: not active  Unlock Code: Unlock

u-link VPN Client

Connection Status: Disconnected
Configuration | Duration:

Traffic:

VPN IP;

udink Portal login:

udink Mail support: u-ink-support @weidmueller.com

www uHink weidmueller com

Weidmiiller 3£

ulink | Remote Access Service

u-link VPN client after initial start.

Status:
Not assigned to u-link user (Not
unlocked by activation code)

Verzion:1.1.391.0
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Notification area of the taskbar

Icon of ‘u-link VPN client’ when the
program has been started.

Status:

Not connected
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4.5 Preparing the Service PC

Configure Proxy server connection parameters if your i — 3’E _ _ &l |0l |
Internet access is passinq a Pron Server (Step 4) Weidmiiller u-link Access Code: not active  Unlock Code: Unlock
= ICK button “Lonriguration
. ' Do not use server
= Enable checkbox “Use proxy server” Connection . e
i . Configuration sz provy senver
= Enter the your Proxy server specific parameters (provided by |- Proxy Server
IT department) IP address: I Port: I—
= CI|Ck button “Save” ¥ Retry on connection emors
— Authentication
User name: l— Method: ntlm -
Skip this step if the Service Password: |
PC is not passing a Proxy T e
server for Internet access.
udink Portal login:  www .udink weidmueller. com
udink: Mail support: udink-support @weidmueller. com Wersion:1.1.351.0

Note:

If this Service PC is member of a company-based Windows domain (controlled by IT department) then often the Internet access is secured by a Proxy Server.
A Windows user (logged-in with his domain account) normally does not to know anything about Proxy configuration because a Browser-based Internet access
automatically is allowed when logged-on to the PC using the credentials of the users domain account.

To pass the Proxy Server the proxy parameters of then ‘u-link VPN client’ have to be set manually because it is not part of the programs controlled by domain
policies.
The authentication credentials ‘User name’ and ‘Password’ normally are the same as used for logon to the Windows PC.

Keep in mind - when using the domain-based login credentials — that if the password has changed you also have to update the password in section
‘Authentication’. Otherwise the Proxy server will block the u-link VPN connection.
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4.5 Preparing the Service PC

Unlock (Register) software ‘u-link VPN

Client’ (Step 5)

= This step has to be done to assign the
installed ‘u-link VPN Client software’ to the
defined service user in the u-link system
account (here we use the Administrator
account).

= For the registration process we need the
user specific activation code. The activation
code can be found either in the received
mail ‘User Registration’ or in menu ‘User
Profile’ on tab ‘Activation Code’ when
logged-on to the u-link Web portal.

» Click button ‘Unlock’ and follow the
instructions of the registration process.

»After clicking button ‘Finish’ the software is
unlocked and assigned to the u-link user
account.

Screenshot of a successfully
registered ‘u-link VPN client’
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] u-tink VPN Client = _||:||1|‘
Weidmiiller § u-link Access Code: not active  Unlock Code: Unlock Step 1
u-link VPN Client ulink | Remote Access Service
Registration u-link VPN Client a8l x a8l

L link
Registration
VPN Client

Registration u-link VPN Client

This procedure downloads a certfficate to assign the udink
VPN Client software to the Service User account which you
will use for login to your udink Web portal.

For a successful registration you need to enter the activation
code of your user account which has been created by your
system account administrator.

The activation code can be retieved either from your udink
user registration mail or atemtively from menu User profile /
Tab Activation code {Login to udink Web portal with your user
accourt).

This procedure needs to be done only once after installing this
software:

Click nexd to continue

wHink Activation Code
Enter your udink Activation Code here

Step 2

< Back

Registration u-link VPN Client

Client certificale acquisition
Acquiring the cliert certificate from the certificate server

wink Activation Code:
| NZATYCVRH

Click next to start the certificate acquisition process

Step 3

«Back Next > Cancel |

~ "}

FPlease wait while the activation code is verfied and a client certificate is retrieved from
the client certificate server. This can take a little while.

Step 4

Bock | Mews | [ Cancel |

Registration u-link VPN Client a8 x|

u-link VPN Client successfully
registered!

Your udink VPN Cliert software has been registersd
successfully and has been assigned to the udink user account
which belongs to the entered activation code

Now you can initiate a secured cerificate-based VPN
connection to the specific VPN Server of your udink system
account by clicking the "Connect” button

L link
Registration
VPN Client
Click Finish to complete the registration process
Step 5 D e

h]iﬂl u-link VPN Client

8| 10| x|

—“’eqdﬂﬂ:ﬁer—*—’l u-link Access Status: activated  Unlock Code: N2A7YCVXXXXX] | Unlock

u-link VPN Client ulink | Remote Access Service
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4.5 Preparing the Service PC

Possible errors if the unlock (Register) process of “u-link
VPN Client” has failed

Sep 21,2016/ V1.1 /HJH

No Internet access

Ensure that your PC is accessible to the Internet.

Registration process blocked by Proxy Server

If you are located inside of your company network please check if
your company Internet connection uses a Proxy server. If yes,
please configure your Proxy parameters (provided by your IT
department) via button "Configuration".

Wrong activation code

Evaluate that you have entered a valid activation code.

Activation code already registered and not released for

additional use (Status “In use”)

If you have entered an already registered activation code (for using
on a second PC) you first must release the additional use of this
activation code.

» Login to u-link Web portal using your user account.

» Goto menu User profile / Tab Activation Code.

» Activate checkbox “Release for additional activation”.

» Click button “Update” (not displayed in screenshot below).

Registration u-link VPN Client

Weidmiiller 3£

8 xl

Ermror: u-link VPN Client could not be
registered!

An emor occumed during the registration process. Please
check below mentioned issues which can be the reason of
the problem:

1. Check i this PC has an Intemet connection. -

2. If you are located inside of your company netwaork
please check i your company Intemet connection uses a
Proogy Server. If yes, please corfigure your Proogy
parameters (provided by your I T department) via button
"Corfiguration”.

L Imk 3. Eval h h ered lid activati .
Registration . d\ra uate that you have ent a valid activation
VPN Client Eoae.
Click "Back" to enter the activation code again or click
"Cancel" to cancel the registration process.
Hent = | Cancel |

User Profile

User Data Status Information

Activation ID Note:

Activation Code  |N2A7YCVXXXXX

State  Released for additional activation

Release for
additional activation

Activation Code

If you are logged-in as Administrator you can set
the checkbox for each user in menu “User

Management”. Click on the Edit icon of an user item
and select Tab “Activation Code”.
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This window will appear if the unlock
(Register) process has failed!

Note:

If the problem cannot be solved please read
later described topic ‘Failure management
in case of problems to establish a VPN
connection or any failure issues’.
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4.5 Preparing the Service PC

Initiate a VPN connection to the u-link VPN
server for testing (Step 6)
= Condition: The u-link VPN client is unlocked (Status
‘activated’ and displaying an activation code)
» Click button ‘Connect’.
= The VPN client is starting the connection to the u-
link VPN server.
= When successfully connected the status and some
additional information will be displayed in the
program window.
= The u-link icon in the task bar is displaying a
connected status.

» QOpen a browser and logon to the u-link Web portal
with user name and password of the user having this
activation code.
= In menu ‘Service Desk’ the PCs connection to the u-
link VPN server will be signalized by a green colored
double arrow.

= Now you are connected to the u-link VPN server but
at this time you still do not have any pass-trough
connection to a Router/Remote network. This has to
be configured in the next steps.

»Click button ‘Disconnect’
= The green colored connection status in menu

‘Service Desk’ will disappear.

Preparing of the Service PC now is finished !
Next the physical Router (which later is located in
the remote network) has to be configured.

Weidmiiller 3£

8l -101x| Status:

Weidmiiller 3£
u-link VPN Client

Connection

Configuration

Weidmiiller 3£
u-link VPN Client

Connection

Configuration

» Home
¥ Service
Service Desk

P Administration

Status:
Dwration:
Traffic:
VPN IP:

[l u-link ven Client 8| 10|

Status:
Duration:
Traffic:
VPM IP:

u-link Access Status: activated  Unlock Code: N2A7YCVXXXXX Unlack — Not connected

u-ink | Remote Bzcess Service

Disconnected

u-link Access Status: activated  Unlock Code: N2A7YCVXXXXX Unlock

u-link | Remote Azcess Service

Connected
00:56:44
0.26 MB
10.46.240.2

HBDE

Service Desk

Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remote network

<9 A —lp u-liﬁ ' % Mo routerremote network selected

Device Topology

= #%, WDM Engineering Systems
Lomo o
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4.5 Preparing the Service PC

Failure management in case of problems to establish

a VPN connection or any failure issues

= To evaluate the reason of a problem regarding the ‘u-link
VPN client’ the tool ‘u-link Support Wizard’' can be used to
gather detailed logging information about the failed process
which is saved in a zip-file. Please send this file to the u-link
Support department to analyze the problem.

» Start the “u-link Support Wizard”
= Run the steps based on the displayed instructions.
= Save the zip-file containing the gathered logging data to a
directory.
» Send the zip-file to mail address
u-link-support@weidmueller.com.
= The u-link support department then will analyze the issue
and contact you to solve the problem.

3

Connection

Configuration

schneider electric

Status: Authenticating, please wait

Dwuration:
Traffic:
VPN IP:

trying to start a VPN connection.

udink Portal login: — www udink weidmueller. com

udink Mail support: udink-support @weidmueller.com

Pictures
Automation
Step 1 s
———
| Weidmueller Computer
| Weidmueller u-link VPN Client
Control Panel
=) udink VPN Client
| Weidmiiler Modbus-G\W Administrator Devices and Printers
| Weidmiller Router Search Utlity
| Weidmiler SE-Converter Administration Default Programs.
| Weidmiiller WLAN Administration e
o| i winPcap x| Helpand Support
+
ol @ Back
¥

| search programs and fles

Shutdown | »

Error

Unable to establish vpn connection!

Weidmiiller 3%

Sample Screenshot of failure when |

[ oc |

[ vPH Client Support Wizard

Step 2

19 link

Welcome to the VPN client support
wizard

This wizard will collect system information from your VPN client
installation. ff you click next now, the cument state of the client
will be collected. When the wizard finishes, al data wil be
collected in a smple zip file that you can send tathe VPN
client product support.

Click next to cortinue

x|

— - e —
o0 eeHe o e
j ugg | link
B it upport wiord x4 x4
Collecting Data . .
Pleass wa uniil sl data s collected § Step 4 Completing the VPN client support
wizard
You have successfully completed the VPN dlient support
Determining ST data Success wizard, Please attach the 2ip file that was created during the
Dfm"g S = 5"""—"‘; course of this wizard to your support inquiry email
Retrieving avert log records Success
Colectinglog files. Success
Witing resut to zip file Success
¥ Bendthe zip file to product support
e e Click finish to complete the wizard
<Back Cancel <gack [ Fsn | Cancel
Page 49
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Weidmiiller 3£

4.6 Configuration of the Router
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4.6 Configuration of the Router

Download of latest Router firmware o . .
(Step 1) Weidmiiller 3t u-link | Remote Access Service
g
= Only the Router models IE-SR-2GT-
LAN and IE-SR-2GT-UMTS/3G (which ¥ Home News & Downloads
. MNews & Downloads
support VPN functions) can be used for e Your profie ShowlChange
U'Iink. » Service Company WDM Engineering Systems
. P Administration Famliy Name Hartmann
= If you would like to use an already Name: beinz
running Router with u-link then you Logged in as: narmann@wdm-engineering. de
need a firmware version 3.0.2 or higher. oo B o naA
News from your administrator Add news
[ ]
; LOgOﬂ tO the U'Ilnk Web pOI‘tal USIng Mews and Downloads from the u-link global administration team (Weidmdller)
your user name and password Attention: Firmware-Update V 3.0.2 Build 72728 for Router available! - Download via below link.
» Goto menu ‘News & Downloads’. Downloads. In this section we
;; Download the prOVIded ﬂrmware from 1. udink Quick Installation Guide (V 1.0 Download provide updates of a”
: I downloadable files.
third section ‘News and Downloads 2 wlink VPN-Client fur Windows PCs (V11391 Download
from global u_Ilnk admlnlstratlon’ Changes to previous version V'1.1.388
* Providing Hyperlinks for direct accessing the u-link login page and te send a mail to the u-link Support.
* Providing additional help information when assigning the udink VPN client software to a u-link user
account (Registration process).
. . 3. Firmware Router V3.0.2 Build 72728 (released for u-link): Download | (Version updated May 23, 2016)
Unz'p the downloaded flrmware Changes to previous version 3.0.1 Build 72391:
(Step 2) * Added support for u-ink Internet connection via Proxy Server.
i L . . * Improved diagnostic management (Status messages) for u-link registration process
" The ZIP file IS Conta'nlng the blnal'y flle Update recommended! An existing configuration can be still used (Reset to factory default settings not
(firmware) and a pdf-file (Change log). required)
Support: o
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4.6 Configuration of the Router

Connecting to the Router and open the Web interface (Step 3)

= We assume that the Routers configuration is set to factory default
values (LAN IP: 192.168.1.110, WAN IP: 192.168.2.110).

» Connect the PC to the Router LAN or WAN port (Here we use the LAN
port).

» Configure the PCs Ethernet interface to the same IP network range as
the Router (eg. 192.168.1.99).

» Open a browser and enter IP address 192.168.1.110 to open the
Router Web interface.

» Enter user name admin and password Detmold.

= The home page (System state) will be displayed.

Weidmiiller 3£

/C http:/{192.168.1.110/ - Internet Explorer

Pl

wv @ hpr//192.168.1.110/ O 7] K| O Waiting for 192.168.1.110 % [-

File Edit View Favorites Tools Help

(£ < IE-SR-2GT-UMTS/36-AX00730637 - System

Windows Security

The server 192,168, 1. 110 is asking for your user name and password. The
server reports thatitis from IE-SR-2GT-UMTS,

-
&2

M Re er

ntials

State » - Internet Explorer

@ < [& hiw:/j192.168.1.110/

k| \§| & «IE-SR-2GT-UMTS/36-AX00... X [-

Fie Edt View Favortes Tools Help

IE-SR-2GT-UMTS/3G

= Diagnostics

&l _iolx
ol
Weidmiiller <

Home page of Router
Web interface

Sep 21,2016/ V1.1 /HJH

System data System state
System State System name: IE-SR-2GT-UMTS/3G- Date & time: Wednesday, 25 May 2016, 17:21 (Europe/Beriin)
Eventiog AX00730837 Uptime: 17:21:06 up 10 min, load average: 0.27, 0.10, 0.03
WAN 2GT-
Device type IE-SR-2GT-UMTSI3G OpenVPN sessions:  Masters: active 0, listening 0, Clients: 0
LAN Serial-No.- AX00730637
o IPsec tunnels: ]
Firmuware version: 3.01 (Build 72391)
Ping test
MAC-Address WAN: 00:15.TEFED0:4F System usage
Remote capture
MAG-Address LAN: 00:15TEFED04E Flash: 20%
P Configuration Device mode: IP router Memory. 28%
> system cPU %
P Information
Network statistic Interface state
UsersiminB | | face [WAN] Interface State IP/Network mask IP Assignment DHCP'
Server
WAN Receive o s .
E WAN  enabled  192.166.2.110/ static Disabled
256.255.255.0
LAN  enabled  192.168.1.110/ static Disabled
WAN Fransmit 255255 255.0
wlink  not QpenVPNIDHCP -
registered
36 Disabled
Latest five messages
Eventlog
May 25 17:11:54 [E-SR-2GT-UMTS-AX00730637 system: |E-SR-2GT-UMTS 3.0.1 SVN-R15965.8-T2391, system ready!
May 25 17-11:48 IE-SR-2GT-UMTS-AX00730637 dhcp_server: Starting dnsmasq
May 25 17:11:39 [E-SR-2GT-UMTS-AX00730637 system: running /ete/init d/S41routing
May 25 17:11:30 [E-SR-2GT-UMTS-AX00730637 system: successfully reset SIM card config to firmware version: 3.0.1 defaults
Quicklinks: SecureNow! Reload
hitp://192. 168. 1. 110prv foriv ph?d=VPNSTATUS [®00% -,

Copyright © 2016 Weidmdiller Interface GmbH & Co. / All rights reserved. Reproduction without permission is prohibited.

Page 52



Chapter 4 — Setup of a remote access scenario (Configuration Router)

4.6 Configuration of the Router

Updating the Router firmware to a u-link enabled version

(Step 4)

= Note: If you update an individually configured Router with an

older firmware version the stored configuration will not be
changed as long as if you not enable checkbox “Reset to
factory defaults”.

» Goto menu System = Software Update.

» Click button browse and select the firmware file (eg. |E-SR-
2GT-LAN_FN_3G_V3.0.2_Build_72728.bin).

Click button ‘Start Update’.

= Wait around 2 minutes (until the PWR LED is no longer
blinking).

» Open the browser window again using the same IP address.

\4

= In section ‘System data’ of menu ‘System state’ the new
current firmware version is displayed.

Firmware
version

Sep 21,2016/ V1.1 /HJH

IE-SR-2GT-UMTS/2G
b Diagnostics
= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
P General settings
b Access control
b Network
b wPN
b Services
b Prioritization
= System
Backup settings
Software update
Factory defaults

Save

Weidmiiller 3£

Weidmiiller <

Software update

Installed firmware versions: (&

Running image: 3.0.1 B-72391
Fallback image: 3.0.1 B-72386

Online available firmware:
Update by upload or from server:

4 Specify update from firmware server @

¥ Select file for browser upload @)

IF:\Firn'vware_Rouher\]E-S Browse...

I [  Setthe factory defaults of the new firmware. @

Start Update

0] 4| @ «esacrummscaon... % ||

A T

w @ [@ http://192.168.1. 110/ncex.pro
it

View Favorites Tools Help

~ Diagnostics

System State
Eventiog
‘WAN

LAN

3G

Ping test

Remote capture

b Configuration
b System

P Information

User: sdmin B

System data
System name: IE-8R-2GT-UMTS/3G-
AXD0730637

Device type IE-SR-2GT-UMTS/3G
Serial-No.: AX00730637

b Firmware version: 3.0.2 (Build 72728)
MAC-Address WAN: 00:15:TE:FE:00:4F
MAC-Address LAN 00:15:7E:FE:DD-4E
Device mode IP router

Network statistic

Interface WAN [¥]

[ WAN Receive o his
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|IE-8R-2GT-UMTS/3G

Wednesday, 25 May 2016, 17:25 (Europe/Beriin)
17:25:58 up 1 min, load average: 0.23,0.12, 0.04
Masters: active 0, listening 0, Clients: 0

0

20%
2T%

mask P i DHCP
Server
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4.6 Configuration of the Router Currently connected to PC via Router LAN port (IP: 192.168.1.110)
. . . /& « IE-SR-2GT-UMTS/3G-AX00730637 - IP configuration » - Internet Explorer =1 [=] 5|
Configuration of basic IP parameters (Step 5a) O = [E om0 ¥ oo Ol |41 @ sesacrinmsizssce.. % 1] ez

Bl Edt Vem Faeries Tods 8 Screenshot after parameter -

configuration (but still not applied).

Internet access via WAN port and using DHCP

= Now the IP parameters of the Routers Ethernet
interfaces have to be configured. The LAN port has to
be set according to the IP range of the remote network.

|IE-SR-2GT-UMTS/3G Configuration
The WAN port will be used for Internet access. b Diagnostics Important note
= Based on our example we will configure the IP o™ IP configuration “NAT Masquerading” has to be activated
parameters as shown in the screenshot. If you have a Securenowt operational mode: ® if devices — connecded to Router LAN
3G Router (IE-SR-2GT-UMTS/3G) and inserted a SIM Zm';j" ' port - does not have configured the
card (any provider with Internet flat) you alternatively - WAN: Router LAN IP as gateway.
can configure the Internet access via the 3G Internetaccess | s ° .
connection. viaWANport | — "= —> " " Effect of NAT masquerading
(IP parameters l@eaw=+ If the checkbox is enabled then the
via DHCP) 17 aacress: Router is replacing the source IP of an
> Goto menu Configuration = IP Configuration. b Sycterm S”b"?t e - lmca— incoming IP packet (via u-link VPN
i NAT (Masquerading): . .
> Set WAN port to DHCP (getting IP parameters from a F ntomaton tunnel) with its own LAN IP when the
LAN: packet is outgoing out of the LAN port to
DHCP server). s ,
1P assignment; a target device. Internally the Router
» SetLANIP to 192.168.1.254. 1P address: stores the requesting source IP to be
> Enable checkbox ‘NAT Masquerading’ at LAN port. Subnet mask: able to forward a reply packet back to
> Click button ‘Apply Settings’ NAT (Masquerading): 40 | the original sender. When the LAN
' . device receives the request packet it
= Note: Now the Router will apply the settings. As * _ believes that the request comes from a
result you will lose the browser connection to the praimode: el 1 @ member of its own network (Router's
Router due to changed LAN IP. Wait some seconds N LAN IP) and is able to reply without
and re-open the Web interface using the new IP oo e having configured a gateway.
address 192.168.1.254. T T -
Recommendation: Activate generally
Router receives Default ~ —— "NAT masquerading” at LAN port when
gateway from DHCP server using the Router with u-link.
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4.6 Configuration of the Router

Currently connected to PC via Router LAN port (IP: 192.168.1.110)

£ « IE-SR-2GT-UMTS/36-AX00730637 - P configuration » - Internet Explorer

Configuration of basic IP parameters (Step 5b)

m @ [ @ hiio/192. 168,110/ Poriv.prpzid—1 O 7] |42 | «IE-sR-26T-UmTs/36-4x00... |||

Eile Edit Miew Favorites Tools Help

Internet access via WAN port and using a static IP s S
address configuration (but still not applied).
» Goto menu Configuration = IP Configuration.

|E-SR-2GT-UMTS/3G

= Configure the WAN IP settings according to the
network to which the WAN port will be connected.

» Enter IP address and subnet mask. R
» Enable WAN checkbox ‘NAT Masquerading'. Facketiter

Cut & Alarm

P Diagnostics
< Configuration

IP configuration

P General settings

» Enter the Default gateway (IP address of a Router
located in the WAN side network which is providing

b Access control

the Internet access). e
= Inthis example the LAN IP settings are configured with  » prmeasor
same value as used in previous slide. P System
> SetLAN IP to 192.168.1.254 and subnet mask to e
255.255.255.0.

» Enable LAN checkbox ‘NAT Masquerading’.

» Click button ‘Apply Settings’.

= Now the Router will apply the settings. As result you
will lose the browser connection to the Router due
to changed LAN IP. Wait some seconds and re-
open the Web interface using the new IP address
192.168.1.254.

Configuration

8l =101 x|
YA

creenshot after parameter

1P configuration

Operational mode:

WAN:

IP assignment:
IP address:

Subnet mask:

NAT (Masquerading):

LAN:

IP assignment:

IP address:

Subnet mask:

NAT (Masquerading):

3G:

Dialmode:

Default gateway:
IP address:

Apply settings

1P router [©)

|1‘32 1653.99.205
|255 255.255.0

¥ Q@

static @
al

Internet access via WAN

static @

|192 168.1.254
|255 265.256.0

¥ Q@

port configured with
static IP parameters.

IP parameters of LAN port

I disabled . Q@

|192 168.99.1| x @

Reset changes

same as configured on
previous slide.

The Default gateway to get
Internet access explicitly
has to be configured.

0% v 4
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4.6 Configuration of the Router Router now is connected via IP 192.168.1.254
Configuration DNS server (Step 5c) .")r e ifg
Only necessary if WAN port is using a static IP = IR R o S -
address for Internet access. | Weidmiiller <.
= Note: To resolve DNS names (like www.google.com)
the Router must have access to a DNS Server. If the EsRaoTNTInG W E—
WAN port is configured using DHCP then the IP b Diagnostics
address of the DNS server automatically will be . DNS
provided by the DHCP server. securshont
= Ifthe IP address of the WAN port is configured with a ot A oo fosmamet @ _ .
static IP then additionally a DNS server has to be set ) oo ety bomain rame (search sy | @ In this example the public
manua" Access control 15t DNS server: | R @ 44— Google DNS server (IP
g e e o e I—I 8.8.8.8) is used.
» Goto menu Configuration = Network = DNS. P rouing 3 DS server:
> Enter your own Hostname (is optional). S e e e 22
» Enter atleast 1 IP address of a DNS server (starting L;:Algm T——
with parameter ‘15 DNS server’). Haroware grouss
> Click button ‘Apply Settings’. _—
b Services
b Pricritization
b System
P Information
Skip this step if the WAN =
port of the Router is
configured to DHCP.
HW00% - g
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4.6 Configuration of the Router

Configuration of date / time parameters (Step 6)

= Note: The VPN connection to the u-link VPN server will
use a certificate for encryption. Generally the validity of
a certificate depends on date/time stamps (valid
from/valid until). For this reason the Routers date and
time settings should be set to a current value. Due to
the fact that for an u-link access the Router always
must have an Internet connection it is recommended to
enable the time server synchronization (NTP) that the
Router automatically will update date and time. If no
time synchronization is possible then date and time
values have to be set manually.

Y

Goto menu Configuration > General settings > Date
& Time.

» Select your time zone.
» Enable checkbox ‘Time Server Synchronization’.

» Enter your preferred NTP servers or use the defaults
ones.

» Click button ‘Apply Settings’.

£ « IE-5R-2GT-UMTS/3G-AX00730637 - Date & time » - Internet Explorer

Gf(_‘?y = | & http://192.188. 1,254 oriv/priv.php: O] x| |E\ (2 «IE-SR-2GT-UMTS/3G-AX00... |_-

Weidmiiller 3£

=) =[]
AR

Fle Edit View

IE-SR-2GT-UMTS/3G Il
b Diagnostics
= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
= General settings
System data
Date & time
User interface
Certificates
SCEP
b Access control
b Metwork
b VPN
b senvices
» Pricritization
b system

» Information

User: sdmin 3

Favorites Tools Help

= State

Weidmiiller <_

Date & time

Date & time:

Wed May 25 21:05:29 CEST 2016

Time zone:

Region: |Europe City: IBeriin

Enable timeserver synchronization (NTP): & ® I

Primary NTP server: |pno|,rrlp org

Secondary NTP server: |de pool.ntp.org

Tertiary NTP server: |p|blime1.plb.de

Enable NTP time server relay: O

Manual setting of date & time :

Date (day/month/year): [25=/ [os[=]r [2016[<]
Time (hour/minute/second): f f

Apply settings Reset changes

H00% v g
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4.6 Configuration of the Router

Configuration of HTTP proxy parameters if the
Internet connection is passing a Proxy server,
requiring authentication by user name and
password (Step 7)

= See section ‘Preparing the Service PC (u-link VPN
client)’ for additional information in terms of proxy
settings. Be aware that the Router proxy parameters
depend on the network security settings of the Routers
location.

» Goto menu Configuration - Network > HTTP Proxy.

» Enter the Proxy Server specific parameters (provided
by IT department of remote network which the Router is
using for Internet access).

» Click button ‘Apply Settings’.

Skip this step if the Routers
Internet access is not
passing a Proxy server.

Sep 21,2016/ V1.1 /HJH

IE-BR-2GT-UMTSAG K

b Diagnostics
= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
P General settings
P Access contral
~ Network
DNS
IP routing
HTTP proxy

Forwarding

IE-SR-2GT-UMTS/3G K

P Diagnostics
= Configuration
IP configuration
SecureNow!
Packet filter
Cut & Alarm
b General settings
P Access contral
= Network
DNS
IP routing

HTTF proxy
Ennarardinn
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Weidmiiller <_

Configuration

HTTP proxy

Use a system wide HTTP proxy: (@)

HTTP proxy IP address or hostname: @

HTTP proxy TCP port: @ .

HTTP proxy authentication method: none [V @ FaCtory defaU|t Settlngs (NO
HTTP proxy username: proxy parameters Conﬂgured)
HTTP proxy password: l—

Apply settings Reset changes

Weidmiiller <_

Configuration

HTTP proxy Example of configured proxy

Use a system wide HTTP proxy: (3 pal’ameterS

HTTP proxy IP address or hostname: |1U 1.33.44 @

HTTP proxy TCP port: ISDBD @ N t .

HTTP proxy authentication method: @ ot o .

TP proxy username: T — For an u-link connection the

HTTP proxy password: [oosvees configured proxy parameters only

are used if in the u-link
configuration menu the checkbox
“Use a system wide HTTP proxy”
is activated.

Apply settings Resat changes
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4.6 Configuration of the Router

Establishing a network connection via WAN port /“ “mm?em Rl 1 s se=
(Step 8) /In this example we use DHCP for IP S i Uen rewis Ts Eb D
settings of WAN port. '

Ik Router now connected via IP 192.168.1.254 iiller <
> Connect the WAN port to a network which is providing 168.1.

DHCP and allowing Internet access.

IE-8R-2GT-UMTSAG K

= Wait around 30 seconds that the Router is getting

~ Diagnostics System data System state
IP data from DHCP server. System State System name: |E-SR-2GT-UMTS/3G- Date & time: Monday. 20 Jun 2016, 17:25 (Europe/Berlin)
. . Eventiog AXD0T30637 Uptime: 17:25:17 up 3:52, load average: 0.22, 0.11, 0.04
» Goto menu Diagnostic - System state (Hom . ,
GO 0 menu ag ostc Sys em state ( ome page) WAN De‘fme type IE-SR-2GT-UMTSI3G OpenVPN sessions: Masters: active 0, listening 0, Clients: 0
> Check section ‘Interface state’ if WAN port has - SeriabNo- AXOOTE083T Psec wnnels: 0
. 36 Firmware version: 3.0.2 (Build 72728)
received an IP address. Ping test i ,
l l Remote capiure MAC-Address WAN 00:15:7E:FE:00:4F System usage
» Check menu ‘System state’ if date and time values _ MACAddiess LAN: - ODIETEFE004E Flash 20
b Configuration Device mode |P router Memory: 36%
have current values. b system . —
P Information
Check Internet access (Step 9) Network statistic tortace state
\’ GOtO menu D|agnost|c 9 Plng test User: admin 3 Interface Interface State IP/Network mask  IP Assignment [S)El(\:mpr
WAN Receive rone bz
N e WAN  enabled 192 168.99.20 / DHCP Disabled
» Enter a DNS name (eg. www.google.com) or an |P o 255 955 2580
address (eg. 8.8.8.8) and click button ‘Apply Settings’. N LAN  enabled 1921681254/  static Disabled
ransmit i 255.255.255.0
= When having an Internet connection the Router will e wink ot OpenVPNIDHCP -
displaying the result. regitered
p y g G Disabled
IE-SR-2GT-UMTS/AG |k 2
State
System State . IE-SR-2GT-UMTS2G |kl Result
Eventon Ping test P Diagnostics
WAN ¥ Configuration PING www.google.com (216.58.213.36): 56 data bytes
. 1P address or hostname: IW @ b system 64 bytes from 216.58.213.36: seg=0 ttl=56 time=54.673 ms
3G Number of ping messages: I” » Information 1 packets ;;;nw::i-t‘f:aod‘g,li- E;::::lfelr.nsg :et:etllvsetdi,csiﬂ %7713;31:&1: loss
Ping test round-trip min/avg/max = 54.673/54.673/54.673 ms
Remote capiure Apply settings Reset changes =
I Configuration Confmee— P ”
Screenshot of menu “Ping test’ Screenshot of a successful “Ping” test
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4.6 Configuration of the Router

Activate the Router for u-link (Step 10) b | Weidmiiller <

» Goto menu Configuration > VPN = u-link
(Tab ‘Configuration’).

IE-SR-2GT-UMTSAG K N
» Enable checkbox ‘Enable u-link instance’. R = o
iagnostics
» Use default values of section VPN connection ¥ Configuration wlink Remote Access Portal Router Web interface (Menu u-link)
settings’. 17 confaraton Screenshot of the enabled u-link
. . . SecureNowt Enable u-link instance: ¥} instance.
» Enable checkbox ‘Use a system wide HTTP Packel filter
. : : Cut & Alarm VPN connection settings
proxy’ if the Router Internet access is passing a b Cororetsctinge s b ol ot e st 1
PrOXy Server' b Access control Initiation from u-link web portal: Ialways allowed
= Note: If the checkbox will be enabled the P Network nacuvity meout th
. . ~ VPN
Proxy server settings must be configured as . Additional settings
described previously. OpenveN ”L:f eitem vice AT prey =
> Use default settings of the other parameters. e VN LED/output controller: ik MO Note: ,
_ ‘ e b Services Polarity of digital input (VPN nitite): Settings of u-link parameters are
» Click button Apply settlngs . b Prioritization described on the next slide.
b System Apply settings Reset changes
b Infarmation
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4.6 Configuration of the Router

Explanation of u-link configuration
parameters

Inactivity timeout (Dropdown box)
The Router automatically will shutdown

1h
) 24h
a VPN connection after the selected

time if no traffic was recognized during this time.

HTTP Proxy (Checkbox)

Enable if the Internet access is passing a Proxy
server (Configure Proxy settings in menu
Configuration > Network > HTTP Proxy)

none

info

debug
verbose

Log Level (Dropdown box)
Selection of logging level (Messages
shown in the Event Log).

Weidmiiller 3£

IE-SR-2GT-UMTS/3G I
I Diagnostics
= Configuration
| iguration
SecureNow!
Packet filter
Cut & Alarm

P General settings

P Access control
b Networ

Weidmiiller <

Configuration State Registration

. Initiation by digital input (Checkbox)

ik Remete Access Porta If enabled the 24VDC digital input can be

Enable u-fink instance: ] used for activating a VPN tunnel to the u-link

) VPN server.
ion settings
Initiation by digitaNwgut (VPN initiate): |

|always allowed

ih [~

Initiation from u-link web portak

Inactivity timeout:

—p|info

= VPN
) Additional settin
u-link
Use a systern wide HTTP proxy: O
OpenVPN
Log level:
|Bser
WPN LED/output controller:
b Senices

P Prioritization

b System

“Initiation from u-link web portal” (Dropdown box)
Controls if the u-link VPN tunnel can be activated/deactivated remotely from the u-link Web portal via the WWH

(world wide heartbeat) function.
Selections:
Never allowed:
Always allowed:

is set to 24VDC.

IActive .

Polarity of digital input (VPN initiate):

Apply settings Reset changes

Remote activation/deactivation of the VPN tunnel from u-link Web portal never is allowed.
Remote activation/deactivation of the VPN tunnel from u-link Web portal always is allowed.

[ = @e— tunnel will be signalized at front

[vie

VPN LED / Output controller
If set to “u-link” an active VPN

LED “VPN” and the digital output
“VPN-active”.

never allowed
allowed if digital input (VPN-Initiate) is active

[Allowed if digital input (VPN-Initiate) is active: Means that remote activation/deactivation from u-link Web portal only is allowed when the digital input “VPN-Initiate”

Explanation: If a machine operator at Router location has activated the 24VDC digital input “VPN-Initiate” (eg. by key switch) then the VPN tunnel will be started
providing the remote access. But if the service guy will not immediately start the service (means no traffic on the VPN tunnel) then by default the Router
automatically de-activates the VPN tunnel after 1 hour of no traffic. But to due to the fact that the key switch still is on (means the access permission is still granted),
the remote Service user may re-activate the VPN tunnel remotely. If the key switch again is set to off (24VDC removed from digital input) then the VPN tunnel will be
de-activated immediately and the remote Service user no longer is allowed to activate the VPN tunnel remotely.
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4.6 Configuration of the Router

Register (Assign) the Router to the defined

Router object configured in the u-link Web

portal (Step 11)

= For the registration process we need the
unique activation code of the Router object.
The activation code can be found in the
properties of the created Router object (u-link
Portal: Menu ‘Device Management)).

» Select Tab ‘Registration’.
» Enter the activation code of the defined Router
object in field ‘Registration code’.
» Click button ‘Register’.
= Now the Router is initiating the registration
process to the u-link Portal server. This
process typically takes time of around 30
seconds.
» Please click button “Reload” repeatedly to
update the current registration status.

As result the Router should have the
status “registered”.

If the registration process has failed
please refer to Appendix A (Registration
of Router to u-link failed).
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Device Management

Weidmiiller 3£

Device Topology Device configuration | Access rights (groups) New
j’i’i WO Engineering Systems Properties
. Mame Access Router Machine 1 B
lcon ]

Device Type Router/Firewall Z’
Identification B
Screenshot u-link Portal Location Factory Detmold Ef
(Menu Device Management) e [, %
I Activation Code KPBUTTANVETM :E

Status-WWH Inactive

IE-SR26T-UMTSG W Configuration State

Registration

P Diagnostics

= Configuration .
u-link Remote Access Portal
IP configuration

Router Web interface

(Menu u-link / Tab Registration)

Securehow! Status Registration u-link Portal not registered

Packet filter Registration Code: lm
Cut & Alarm

P General settings Register Reload

b Access control

P Network

= VPN

u-link

Fimmed DA

Configuration State

eooron I

ongoing registration process

u-link Remote Access Portal

Status Registration u-link Portal:  registering...
Registration Code: IKF‘BU'I—.I’ANVGTM

Cancel Registration Reload
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Status: Not registered (Registration
code already entered)

Configuration State

[resoraen

u-link Remote Access Portal _

Status Registration u-link Portal:  registered
Registration Code: IKPBU'I—I"ANVETM
Unregister Reload
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4.6 Configuration of the Router

Check the status of the u-link connection (Step 12)
» Select tab ‘State’.

= After successful registration the Router is initiating the
WWH communication to the u-link (Status ‘Online’).

= Notes about WWH

The WWH function (World Wide Heartbeat) is an outgoing
SSL connection (TCP/443, like HTTPS) to the u-link WWH
server and is independent from a VPN connection which
will be used for remote access.

The Router sends via this peer connection periodically
minutes a ,Still alive” message to the WWH server. The
WWH server then signalizes the u-link Web server that the
Router is alive. This status is displayed in the Service Desk
of the u-link Web portal.

Via this connection it is possible to activate/de-activate the
VPN tunnel of the Router remotely from the u-link Web
portal server.

The encrypted WWH connection automatically is started
when the Router is powered on, having an Internet
connection and is registered to a Router object in a u-link
account.

= Activating the VPN tunnel via menu “State”
Additionally to the most used methods to initiate a VPN
tunnel (remotely via u-link Portal or by 24 VDC digital input)

the VPN connection can be activated / de-activated via
button ‘Connect’.

Now the Router is ready for initiating a remote access session!
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Router Web interface
(Menu u-link / tab State)
Status:
* WWH online

* No VPN connection to the

é « IE-SR-2GT-UMTS/3G-AX00730637 - u-link Remote Access Portal » - Internet Explorer

% = | @ http://192.168. 1. 254/priv/priv. php?ic 0|7 |E| 2 «IE-SR-2GT-UMTS/3G-AX00... % |

File Edit View Favorites Tools Help

u-link VPN server

IE-SR2GT-UMTSI2G Configuration Regisiration
P Diagnostics
= Configuration .
u-link Remote Access Portal
IP configuration
1
SecureNow! Status Registration u-link Portal: registered
Packet filter
Cut & Alarm

b General settings Activate / De-activate a

WWH communication

[+ .

Access conirl Status: ONLINE VPN tunnel via button
P Network Last seen: Monda : '

: y, 20 Jun 2016, 17:38 ¢ )

~ VPN Heartbeat interval: 300s ConneCt / DlsconneCt .

u-link

OpenvPN

1Psec VPN connection u-link pogtal
b Senvices Status: VPN not connected Connect
b Prioritization ]

oa
P System

Service Desk

/

This icon is representing
the WWH online status of

the Router. ]
| \
N

Connection status PC: No VPN connection to u-link Portal
8 J-4
>

Device Topology ‘
v WDM Engineering Systems

WFN connection Se
wlinke

Mo Router/Remote

u-link Web portal

Menu ‘Service Desk’
-

= I Access Router Machine 1
. =) ProfinetPLC

...... B u-remote coupler PN
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4.6 Configuration of the Router

Save the Router configuration (Step 13)
» Goto menu System - Save.
= If you have changed and applied any settings then in
each menu a flashing disk icon is displayed,
indicating that the applied settings not yet are saved

to the flush memory. By clicking on the disk icon the
menu ‘Save’ directly will be opened.

» Click button ‘Save settings’ to store the configuration in
the non-volatile memory.
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/6 « TE-SR-2GT-UMTS3G-AX00730637 - Save » - Internet Explorer 8l -0 x|
% - |@ http: /{192,168, 1. 254/priv foriv. php?ic Dj @ 2 «IE-SR-2GT-UMTS/3G-AX00... % [- {0 L7 o3
Fle Edit View Favorites Tools Help
Flashing disk icon Weidmiiller <
indicates an applied but
not saved configuration. Status:
R ." Any parameters are changed
b Diagnostics and applied but not saved.

3 Configuration
Save
= System
Backup setfings

State of your current configuration: changes made
Software update
Factory defaults

State of configuration on card in SCM slot: not saved
Save

Reboot

b Information
Save the currently active changes you've made to the non-volatile flash memory of the device (and on a potentially inserted card in the
SCM slot).

e Save settings

2 « TE-SR-2GT-UMTS/3G-AX00730637 - Save » - Internet Explorer 8| o] x|

w @ [ @ htp:/192. 168, 1. 254/priv/priv.php2e O] @ 2 <IE-SR-2GT-UMTS/36-8X00... _ o~ oo e

Ele Edit View Favorites Tools Help

Weidmiiller <

IE-SR-2GT-UMTS3G

System
b Diagnostics
b Configuration
Save
= System
Backup settings State of your current configuration: no changes made
Software update

State of configuration on card in SCM slot:  saved
Save settings

Factory defaults

Save

Reboot
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Chapter 5: Initiating an access to remote LAN devices

Conditions
Device configuration in u-link Web portal has been done.
Software ‘u-link VPN client’ is installed on Service PC and unlocked (Registered).

Router has been configured and unlocked (Registered).

Note:
For demonstrating the access to remote LAN
devices we will use the Administrator account.
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5.1 Starting a remote access session

Logon to the u-link Web portal using your
administrator account (Step 1)

= Enter user name and password of the u-link
administrator.

= Click button ‘Login’.

Sep 21,2016/ V1.1 /HJH

=¥ u-link > u-link login

Weidmiiller 3£

€& - C | @ https://u-linkweidmueller.com/webportal/up/ulinklogin/tabid/3131/language/en-US/Default.aspx

Bve =

Weidmiiller 3£

Login

u-link | Remote Access Service

Navigation: u-link login Language: English ¥

User Name: [hartmann@wdm—engineen’ng,de \

Password: | ------- | ]

[Z) Remember Login

Register
Forgot Password ?

Copyright Weidmiller Interface GmbH & Co. KG | Klingenbergstrale 16 | D-32758 Detmold

Imprint
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5.1 Starting a remote access session

Goto menu Service Desk (step2) 2

= In section ‘Device Topology’ thesame | €« - ¢ https://u-link.weidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx#

defined objects are displayed which .

oreviously have been createdin meny | Weidmiiller 3k u-link | Remote Access Se
= In section ‘Connection status PC’ the - Status Service PC (u-link VPN client):

. . ome . .

current VPN connection status (of this e Service Desk » Not connected to u-link

PC) to the -link VPN serveris Service Desk Connection statuw connection to u-link Portal

dlsplayed. ¥ Administration Ve

. @ E VPN connection Service-PC offine

" In the ‘DeVICe TOpOlOgy’ the Current YserManagement i X. No Router/Remote network selectable

connection status of a Router is peviee Management

signalized by following different icon s Device Topology

SymbOIS: j"i'i WDM Engineering Systems

i . j& Access Router Machine 1
The Router has no connection to u-link. &) Profnet PLC

+ Device not configured to use u-link or
v I I BBl u-remate coupler PN
+ Device is powered off or

. Havi Internet Status Router:
aving no Intemet access. * Connected to u-link via WWH communication
The Router has an online connection to * No VPN connection

u-link WWH server. For initiating a remote access session the Router
must have at least one of these both states.

The Router has an active VPN
connection to the u-link VPN server.

The Service PC has a pass-through VPN
connection via the Router to its LAN
network.

FTFF =
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5.1 Starting a remote access session

Connect the Service PC to u-link VPN server
(Step 3)
»  Start program ‘u-link VPN client’.
» Click button ‘Connect’.
= When successfully connected the status and
some additional information will be displayed
in the program window.
= The u-link icon in the task bar is displaying a
connected status.

> Go back to menu ‘Service Desk’ of the u-link
Web portal.

» The PCs connection to the u-link VPN server will
be signalized by a green colored double arrow.

= Now you are connected to the u-link VPN
server but at this time you still do not have a
pass-trough connection to a Router/Remote
network.
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8l -101x| Status:
Weidmiiller E wlink Access Status: activated  Unlock Code: N2A7YCVXXXXX Unlack — Not connected

u-link VPN Client

Connection

Configuration

[l u-link ven Client 8| 10|

Weidmiiller 3£
u-link VPN Client

Connection

Configuration

» Home
¥ Service
Service Desk

P Administration

Status:
Dwration:
Traffic:
VPN IP:

u-ink | Remote Bzcess Service

Disconnected

Status:
Duration:
Traffic:
VPM IP:

u-link Access Status: activated  Unlock Code: N2A7YCVXXXXX Unlock

Connected
00:56:44
0.26 MB
10.46.240.2

Disconnect

Service Desk

u-link | Remote Azcess Service

Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remote network

PR -

O

' % No router/remote network selected

Device Topology

= #%, WDM Engineering Systems
Lomo o
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5.1 Starting a remote access session

Start the Router VPN connection remotely

via Portal (Step 4)

= The VPN connection of the Router to the u-link
VPN server can be activated via WWH
communication. The permission to activate the
Router VPN tunnel remote via u-link Portal can
be set or prohibited in menu ‘u-link’ of the
Routers Web interface (default allowed).

» Select the Router by clicking on the Router
object (Icon or name) to display the object
parameters (Properties, Actions, ...)

» Start the VPN connection by clicking button
‘Connect VPN Router < u-link’ (Section
Actions).
= Now a VPN activate command’ will be sent

to the Router via WWH connection.
= Wait around 30...40 seconds then the new
status ‘Connected’ will be displayed.

= Finally both the Service PC and the Router are
connected to the u-link VPN server but no pass-
through connection via the u-link VPN server is
established until now.

> Home
¥ Service
Service Desk

P Administration

Service Desk

Weidmiiller 3£

Connection status PC: VPN connection to u-link Portal online, no connection to Router/Remote netwaork

(94—»»«5

' % Nao routeriremote netwark selected

/

Status Router before clicking
‘Connect VPN Router < u-link’

* Active WWH communication to u-link
* No VPN connection

» Home
¥ Service
Service Desk

> Administration

Device Topology Properties
= i‘ﬁ WDM Engineering Systems Name Access Router Machine 1
: . Device Type Router/Firewall
= E Access Router Machine 1 \dentification
(=) ProfinetPLC Location Factory Detmold
H Serial Number
/ il v-remote coupler PN P 192.188.1.254 (LAN port)
Activation Code KPBUTTANVETM
Status-WwWH Active
Status-VPN Router < u-link Disconnected
/ Status VPN PC += u-link < Router  Disconnected
Actions

Connect VPN Router +— u-link
Connect VPN PC + u-link <= Router

Open Router Web page
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Documents Add
Configuration
- - - - s o
Service Desk
Connection status PC: VPN connection to u-link Partal online, no connection to Router/Remote network
(9 — u-liﬁ ' % No routerremate network selected
Device Topology Properties
= i‘ﬁ WDM Engineering Systems Name Access Router Machine 1
i - Device Type Router/Firewall
N:CE$ Router Machine 1 \dentification
[=+ ) ProfinetPLC Location Factory Detmald
H Serial Number
/| Bl u-remote coupler PN P 192.168.1.264 (LAN port)
Activation Code KPBUTTANWVETM
Status-WWH Active
Status-VPN Router < u-link Connected
Status_V Tink < Router  Disconnected
T Actions
Disconnect VPN Router < u-link
Connect VPN PC + u-link < Router
Open Router Web page
Nocuments Add
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5.1 Starting a remote access session

Initiate a pass-through connection
between Service PC and remote Router
(Step 5)

» Click button ‘Connect VPN PC « u-link «»

Router’ to establish a pass-through
connection between Service PC and the
Router.

= A successful pass-through connection is

displayed in section ‘Connection Status PC

containing following information:

= Connected to: Name of the selected
accessible Router / remote network.

= Accessible remote network: IP range of
accessible remote network.

= Router VPN IP: Additional VPN-IP address
of the Router beside LAN/WAN IP’s. Exists
as long as the pass-through connection is
established. Via this VPN-IP the Router's
Web interface also is accessible.

= Routing to remote network: Status ‘active’
means that the Service PC has accepted
an additional setting in its routing table how
to access devices at the remote network.

Changed Router icon
signalizing a pass-
through connection to
this Service PC

Chapter 5 - Initiating a remote access to remote LAN devices
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P> Home .
} Service Desk
¥ Service
Service Desk

Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remaote network

P Administration

<94—bu4i§

»
I :G;' Mo router/remote network selected

Click button to start a pass-through

connection between Service PC and Router.

Device Topology Properties
j“i‘i WOM Engineering Systems Name Access Router Machine 1
: Device Type Router/Firewall
= EI Identification
= @) Profinet PLC Location Factory Detmold
i Serial Number
B remote coupler PN P 192.168.1.254 (LAN part)
Activation Code KPBUTTANVETM
Status-WWH Active
Status-VPN Router «+— u-link Connected

Status-VPN PC <« uink <= Router  Disconnected

Actions

Disconnect VPN Router <= u-link

——]

Connect VPN PC < u-link < Router

Open Router Web page

Dacuments Add
» Home .
Service Desk
¥ Service
Service Desk Connection status PC: Connected to Router/Remote network via u-link Portal e

» Administration

@ wlinle

Accessible remote network: Router VPN IP: Routing to Remote network:

Access Router Machine 1 192.168.1.0/255.255265.0 10.46.240.4 active

' E E Connected to:
.4
~

Now the remote devices (any IP address) connected
to LAN port of remote Router can be accessed.

Device Topology / Properties
= i'i WDM Engineering Systems / Name Access Router Machine 1
: Device Type Router/Firewall
.—»h Access Router Machine 1 \dentification
= ) ProfinetPLC Location Factory Detmold
Serial Number
B wremote coupler PR P 182 1681 254 (LAN part)
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[ Status-VPN PC «— ulink <> Router ~ Connected I
J

Activation Code KPBUTTANYSETN

Status-WWH
Status VPN Router < u_link

Active
Connected

Actons

Disconnect VPN Router + u-link
Disconnect VPN PC < u-link <= Router

Open Router Web page

Documents Add

rianfinnratinn
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5.1 Starting a remote access session

» Home -
Accessing a remote LAN device (Step 6) ¥ sarvico Service Desk
Service Desk Cannection status PC: Connected to Router/Remote network via u-link Portal Disconnect

Example shows a Web access to an
u-remote 10 device.

= When having a VPN pass-through connection E— o
then generally all devices at the remote network - Jia'V;D;*EQRIﬂ ;";”“1 S prematecounie P
matching the LAN net/subnet - are accessible by S mometeic Lovatcn
the Service PC. In this example we will access the v S IS;r_‘a‘ o 192168155
Web interface of device ‘u-remote coupler PN’ (is Select u-remote device object then click ——» M merface
of type ‘User defined end device') via IP user-defined action “Open Web interface” o T

192.168.1.55. For the Web access we use the
action “Open Web interface” defined for this
object in menu ‘Device Management’.

» Administration Connected to:

wlink

3 -4

Accessible remote network:  Router VPN IP: Routing to Remote network:

Access Router Machine 1 192 168.1.0/2565 255 2660

10462404 active

o u-link > Service > Service © X J 3F u-remote web interface

~ = € [[192.168.1.55

Sllo]E]

New browser tab showing the Web
interface of the u-remote 10 device

» Select (Highlight) item ‘u-remote coupler PN'. (IP 192.168.1.55).
» Click button ‘Open Web interface’ in section
Actions.
= Now a new browser tab will be opened showing Name uEze s2C 400 ordemumer. 132452000
the Web interface of the u-remote IO device. i = e e B
= |f no action is defined open a browser manually SZZZ‘Z?E::; parameter T
and enter the directly the IP address into the i — \R20 FEO-MOD
it ine. Smm nE
Order Number 1334530000
Note: GTIN 4050118138153

= For security reasons currently only a Web access
can be defined as an u-link action.

= Butas long as the pass-through connection is
established you can run any program or
application which needs access to an IP of the
remote network.

Sep21,2016/V1.1/ HJH

Location
Function

Descriptor

Signature

Date of Installation
Software-ltem-id
Language-Software-item-Id
Type

connected to field bus

Factory settings
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change login

Reset

0002599
0002155|0002156|0..
MODBUS TCP

off -

Parameter

Close
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Chapter 5 - Initiating a remote access to remote LAN devices

5.2 Closing the remote access session

Disconnect from the selected Router / ¥ service
remote network (Step 7) s e

(Finish the remote access session)

» First close all active sessions or programs
which are accessing IP addresses of the remote
network.

» Click button ‘Disconnect’.

» Administration

= Now you will have the previous status that
both the Service PC and the Router are still
connected to the u-link VPN server but you
have no longer a pass-through connection.

» Select the Router item and click ‘Disconnect
VPN Router < u-link’ to shutdown the Routers
VPN tunnel.

P Home
¥ Service
Service Desk

P Administration

Device Topology
j“i‘i WDM Engineering Systems

;} t*l Access Router Machine 1

= @) Profinet P

Status 3: New Router status
after VPN shutdown showing
an active WWH connection.

Service Desk

Weidmiiller 3£

Connection status PC: Connected to Router/Remote network via u-link Portal

Disconnect

Accessible remote network: Router VPN IP: Routiry Remate network:
ve

Connected to
8 i X%
Access Router Machine 1 192.168.1.0/255.255.255.0 10.46.2404 I

pd

=) Profinet PLC
: ~ @l u-remote coupler PN

Step 1: Close the VPN pass-through connection of
the Service PC to Router / remote network
(Use one of the 2 options).

Device Topology Properties
j’i‘i WDM Engineering Syslems Name Access Router Machine 1
Device Type Router/Firewall
= h Identification
Location Factory Detmold

Serial Number

| status-VPN Router < ulink

Status-VPN PC < u-link <> Router  Connected

192.168.1.254 (LAN port)
KPBUTTANVETM

Active
Connected

Actions

Disconnect VPN Router <= u-link

Disconnect VPN PC < u-link <> Router

Open Router Web page

Q
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Documents Add
Canfinnration
Service Desk
Connection status PC: VPN connection to u-link Portal enline, no connection to Router/Remeote network
@ PR I %‘ No router/remote network selected
Device Topology Properties
= & WDM Engineering Systems Name Access Router Machine 1
: - Device Type Router/Firewall
j'h Identification
(=@l Profinet PLC Location Factory Detmold
© i ; or BN Serial Number
{rremots coupier P 192.158.1.254 (LAN port)
Activation Code KPBUTTANVETM
Status-WWH Active
.
Step 2: Shutdown the Router VPN Status VPN Router < uink Connected
onnectlon to the u_IInk VPN server Status-VPN PC < u-link <= Router  Disconnected
Actions
| Disconnect VPN Router < u-link
Connect VPN PC + u-link <+ Router
Open Router Web page
Documents Add
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Chapter 5 - Initiating a remote access to remote LAN devices

5.2 Closing the remote access session

Shutdown the VPN connection of the

Service PC / Logout from u-link Portal

(Step 8)

» Open the window of the ‘u-link VPN client’ by
clicking the u-link taskbar icon.

Click button ‘Disconnect’.

4

Y

Go back to menu ‘Service Desk’ of the u-link

Web portal.

= After some seconds in section
‘Connection status PC’ the disconnected
status is displayed.

» Click button ‘Logout’ to close the u-link portal

session.

Y

[ u-link VPN Client

Connection

|a B Configuration

u-link Access Status: activatec

Status: Connected
Duration: 00:56:44
Traffic: 0.26 MB
VPN IP: 10.46.240.2

Disconnect

udink Portal login:
udink Mail support: u-ink-support Eweidmuel

www udink weidmueller.c

Weidmiiller 3£

u-link icon in the notification area of the task bar (Connected/Disconnected)

u-link

feidmiiller 3¢

link VPN Client

Zonnection Status: Disconnected
onfiguration Duration:

Traffic:

VPN IP:

= u-link > Service > Service X

vdink Partal lnain:  www ik weidmiallar com

€« - C | @ httpsy//u-linkweidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx

Gve =

»Finally exit program
‘u-link VPN client'.

» Home

¥ Service

Weidmiiller 3t

Navigation: Service > Service Desk Active license: Entry Version @ Language: English ¥ Logged in as: Heinz Hartmann

Service Desk

u-link | Remote Access Service

Sep 21,2016/ V1.1 /HJH

Service Desk

Connection status PC: No VPN connection to u-link Portal

> Administration

PN connection Service-PC offline
wlinle
No Router/Remate network selectable
|
/ Device Topology Properties -
: 3 - Name Access Router Machine 1
Disconnected status [z &% WDM Engineering Systems . . e nower
;}E Access Router Machine 1 suee e puErTE
(green colored arrow : Identiization
(= [} Profinet PLC Location Factory Detmold
has changed to grey) L Serial Number
- u-remots coupler PN P 167 168 1 754 1 AN nort
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Appendix
1

Registration of Router to u-link failed (How to solve)

General support in case of Router problem issues

Functional diagram of u-link

Connection requirements of u-link VPN clients (Service PC / Router)

Activating / de-activating Router VPN connection by digital input

DD O B~ w N
|

Technical u-link support
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Appendix 1 — Registration of Router to u-link failed (How to solve)

Weidmiiller 3£

A1 - Router registration failed

Failure message 1: Registration failed - Check registration code, ensure that status of activation code in u-link
portal is set to ‘not used’ or ‘Released for additional activation’

£ « IE-SR-2GT-UMTS/36-AX00730637 - u-link Remote Access Portal » - Internet Explorer

8| 1ol x|
FO"OWing issues can cause this error: w [ & fi//132.168.1.25%/priv oriv proze O 7] | 4] @ «IESR-z6T-UMTS/36-Ax00... % |[11] A

File Edit WView Favorites Tools Help

- Weidmiiller <
Error 1 - A wrong activation code was entered.
» Please verify the activation code. If entered

wrong repeat the registration process. ESR2GT-UMTSAG W oo o —

iguration State Registration
4 Diagnostics -
. = Configuration Jlink R te Ac Portal
Error 2 - Values Date / Time of the Router are b confiuration u-link Remote Access Porta
nOt set correc"y- SecureNow! Status Registration registration failed - {Check registration code, ensure that status of activation code in u-link portal is set to

N ‘ . . y Packet filter u-link Portal: "not used" or "Released for additional activation™)
» Goto menu ‘General settings - Date&Time’, ot Al Registration Code: [KPBUTTANVGTM

enter values for Date/Time manually and b General settings

. . b Register Reload o
enable checkbox NTP synchronization. Then e IT\;Juter Wl?tl’('/”_tl?rtf)a;e i
. ‘ — enu u-link / Tab Registration
click button ‘Apply settings’. Then repeat the < VEN ( g )
H H u-link
registration process. openven Status: Registration failed!
IPsec
b Services
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Appendix 1 — Registration of Router to u-link failed (How to solve)

A1 - Router registration failed

Failure message 1 continued

Weidmiiller 3£

Error 3 - The entered activation code already has Device Topology Device configuration | Access rights (groups) | New
been used either for registering another ~ = s WM Engineering Systems Properties
. . . = Ac Router Machine 1 Name Access Router Machine 1
Router or you have tried to register this - [ o
) . ) ProfinetPLC feon i
Router a second time. 3 § Aocess Rovtervachne Device Type Router/Firewall &
A registration / activation code may be used only one time Identification i
. . . . . Locati Factory Detmold
for registering a Router. The activation code is used to , ceaen e e 7
, _ _ _ _ u-link Web portal Serial Number i
dedicate uniquely a physical Router to a configured u-link Menu Device Management P 192.168.1.254 (LAN port)
Router object (u-link Device Management). In order to avoid Activation Code KPBUTTANVETM B
an un-controlled multiple use of the same activation code an
additional use has to be released before re-registering. Device Topology Device :c-n"igw | Access rights
j--ﬁ WDM Engineering Systems Prope}'e/
Normally there are only 2 use cases for additional use of an activation code: Jl /Mﬁe Access
1. A defective u-link Router has to be replaced by a new device (manually . [ @) ProfinetPLC / lcon L]
; i ; [ — ~auter/
conflgure.d I|kelthe defectl\{e Router). | | S
2. The configuration of an u-link Router was overwritten (eg. un-registered) or kiory
a reset to factory defaults has been done. Activation Code | KPBUT7ANVETM
State  Inuse 12 166
. ~ Release for A bguUT
How to release for additional use: additional activation
» Logon-on to the u-link Web portal. Note: ftive
‘ . ’ : : f If an activation code with status _In use® shall be used again, eg. in case of replacement |
” Open menu Dewce Management and hlgh“ght the Router ObJeCt' of a defective Router which is assigned to this code, then the Checkbox Release for =
~ . ‘ . - s AL A ‘ . : additional activation® must be set before registering the replacement Router. After
»~In section ‘Device Configuration’ click icon ‘Edit * of parameter ‘Activation registration of the new Router using this activation code the status automatically will be | g o
code’. reset to value _In use®.
> Then enable checkbox ‘Release for additional activation’. Attention: _ o _ _ I:
You always may assign an activation code only to ane Router, otherwise the unique
> Now try again to register the Router. assignment of a physical device to a defined device configured in the u-link device
. . topology can not be ensured. Loute
Note: The checkbox only can be set if the status is ‘In Use’, a new not
assigned activation code displays the status ‘Not used’. o b
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Appendix 1 — Registration of Router to u-link failed (How to solve)

Weidmiiller 3£

A1 - Router registration failed

Failure message 2: Registration failed - Network error (Check network and proxy settings)

N T TS LU 941 400 L L3PV YR It T T S SIS 1 3 AR s TR ekt |

1. Investigate generally the Internet

accessibility in terms of configured

network parameters:

» Check via menu ‘Diagnostics - Ping test' if
an Internet IP (eg. 8.8.8.8) is accessible.

» Check via menu ‘Diagnostics = Ping test’ if
an Internet device via DNS name (eg.
www.google.com) is accessible.

» Please read Chapter 4.6 (Setup of a remote
access scenario / Configuration Router).

Router Internet access is blocked by

company-based Firewall rules

» Please read Appendix (Required Protocols
and ports for u-link).

» Clarify with IT department to allow the
outgoing u-link communication based on the
required protocols / ports.

Proxy server which requires an authentication to

establish an Internet connection

» Configure in menu ‘Network = HTTP proxy’ the
required settings (provided by IT department).

» Enable checkbox “Use system wide HTTP proxy”

menu u-link = Configuration.

Sep 21,2016/ V1.1 /HJH

Router Internet access is passing a company-based

File Edit WView Favorites Tools Help

IE-SR-2GT-UMTS/3G6

Configuration State

P Diagnostics
= Configuration .
u-link Remote Access Portal
IP configuration
SecureMow! i _ -
Status Registration u-link Portal:
Packet filter B B
Registration Code:
Cut & Alarm

P General settings

Register Reload

P Access control

™~

b Network

= VPN
u-link
CpenVPN

IPsec

Note:

If during the registration process - before
displaying the final status ‘Registration failed’
- only the status “getting CA certificate’ is
displayed in the meantime (and not the status
‘enrolling certificate’) then this is an Indication
that a corporate Firewall or Proxy server is
blocking the registration process.

Please press button ‘Reload’ repeatedly to
in monitor the temporary status messages.
OpenVPN

IPeer
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=m0 (Menu u-link / Tab Registration)

registration failed - network error (Check network and proxy settings) (@ Error message

XERXJGNIMWY4

Weidmiiller <_

Router Web interface

Status: Registration failed!

When the registration process is started via

button ‘Register’ please click button ,Reload’
repeatedly to update the status.

Configuration State

N

link Remote Access Portal

Status Registration u-link Portal:  getting CA certificate

|XERXIGNIMWY4

Registration Code:

Cancel Registration Reload
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Appendix 2 — General support in case of Router problem issues

Weidmiiller 3£

A2 - General Router support by Weidmiiller

|f any prObIemS |n terms of u-||nk ConneCtIVIty & « TE-SR-2GT-UMTS/3G-AX00759138 - Backup settings s —IrnEtExplorer 8l -0 x|
. Gq:} v [ @ htp://192.168.1. 110/privjpriv.phprid=aac O =] | 2| & «IE-5R-26T-UMTS[36-AX00... X [- o~ & oy
or other Router features require support from T
Weidmuiller please proceed as described : Weidmiiller <
below.
(ESRasT TSRS Router Web interface
» Goto menu ‘System - Backup settings’ P Diagnostcs Menu System = Back ti B
— s o enu System ackup settings
N . ‘ . , ackup settings
> Click button ‘Download settings’ to export the T Manually save the system settings
H H H CKUp settings CKU e currel em settings of e device to a file on your local machine with "Download settings”.
configured Router settings (a file with sofwars upcate BACKUP 1S CLITSNT SySISm Seitngs of the device 122 fle on your local machine wih "Dovinload seting
Factory defaults
extension .cf2) will be created. ve
) ::boui Restore the device settings
Note e Backup file: | Browse.. |@
Only a Saved COﬂfIguratlon W|” be exported |nt0 R There are unsaved changes. Only saved settings will be included in the d loaded settings file!
a backup file. If you have changed and applied e b
Router parameters but still not saved then you
need to save the configuration before creating
0% v g

the backup file.

» Send the cf2-file to mail address
u-link-support@weidmueller.com.

= The u-link support department then will
analyze the issue and contact you to solve
the problem.
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Appendix 3 - Functional diagram of u-link

A3 - Functional diagram of involved u-link components

Each slice represents one
customer account having its

Main components of u-link portal system

Ba

round commupication

Database server

Web'server u-ink VPN server

s

own u-link server instances,

UJ
link

u-link YPN client

e i | B b

u-link Portal access via
Stan:{i?d browser

Qutgoing VPN ¢
{primary: TCP/443, secondary |

Weidmiiller 3£

u-link Heartbeat (WWH = world wide heartbeat)

Qutgoing SSL connection (like HTTPS), TCP/443

The Router sends via this peer connection periodically a ,Still
alive’message to the WWH Server. The WWH-Server provides

this information to the u-link Webserver which signalizes the Router
status by displaying this icon:

Via this connection it is possible to activate/deactive the VPN tunnel of
a Router remotely from the u-link Web portal {Can be configured in the
Routers Web interface if this shall be allowed by a u-ink Service user),

udp/1194)

Remote network
u-link Heartbeat Etfemal
instance (WWH) ;me

device 1
Ethernet
Corporate device 2
Firewall / u-link VPN- Ethernet
Router Client device n
instance
Factory network
Page 79
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Appendix 4 - Internet connection requirements of u-link VPN clients (Service PC / Router)

A4 - Overview of used u-link connection parameters

Weidmiiller 3£

Required protocols / ports for outgoing connections of u-link VPN Clients (PC and Router) :
Protocol / Port Target IP Target DNS names ggr;nectlon
Client registration TCP /80 2171195704 | Wlinkweidmuellercom, | oy i
www.big-linx.de
Establishing 2 VPN tunnel (Mai TCP / 443 (Priority 1)
stablishing a nnel (Main . .
acces;) e - (i UDP / 1194 (alternatively if TCP/443 217.119.57.23 idaprof2.ads-tec.de Outgoing
is blocked)
Estabjishing a VPN tunnel TCP / 443 (Priority 1)
stablishing a unne . . ) .
(Redundant access) pDP 1 1194 (alternatively if TCP/443 217.119.57.22 idaprof.ads-tec.de Outgoing
is blocked)
Heartbeat Router (WWH) TCP /443 (SSL/TLS) / Priority 1 217.119.57.27 wwh.big-linx.de Outgoing
eartbeat Router ;
TCP /443 (SSL/TLS) / Alternatively 217.6.47.168 wwh2.big-linx.de Outgoing

Note: If a Service PC (u-link VPN client) or Router is passing a corporate firewall to access the Internet please clarify with the responsible IT
administration - if you have any connection problems - that the listed connection types are allowed.

Sep 21,2016/ V1.1 /HJH
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Appendix 5 — Activating / de-activating Router VPN connection by digital input

A5 - Activating / de-activating a VPN tunnel via 24 VDC digital input

Start/Stop VPN tunnel:

» Activate VPN tunnel by connecting Pin 2 (VPN initiate) to 24 VDC and
Pin 4 (GND) to ground of power supply.

» Deactivate VPN tunnel by removing 24 VDC from Pin 2.

= Status of VPN tunnel is signalized by Pin 3 (Digital output, VPN active).
For output signalizing you need to connect Pin 1 (VCC) to 24 VDC.

1

Router Web interface
(Menu u-link, Tab Configuration)

IE-SR-2GT-UMTS/3G ko

Configuration State Registration
I Diagnostics
= Configuration
u-link Remote Access Portal
|P configuration o . . ,
SecureNow! R Checkbox ‘Initiation by digital input’ must
nable u-link Instance: g
Packet fiter be enabled to initiate a VPN tunnel by
Cut & Alarm VPN connection settings d|g|ta| input ‘VPN init’ (default Value).
P General settings Initiation by digital input (VPN initiate): M
b Access control Initiation from u-link web portal: |a|ways allowed
b Network Inactivity timeout: 1h
= VPN " . o
- Additional settings Must be set to ‘u-link’ for signalizing an
OpenVEN ”sela s"l‘"‘t"’" vide HTTP proxy: active VPN tunnel by digital output VPN
evel! Inio hd . g
IPsec -9 _ active’ enabled (default value).
VPN LED/output controller: u-link @
b senvices Polarity of digital input (VPN initiate):  [Active | o
b Prioritization Must be set to ‘Active’ (default value).
P System Apply settings Reset changes
B Infrrmatinn
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Pin number SIGNAL NAME

24V DC (VCC)
Initiate VPN (24 V In)

GND

Input ke) Output
Start /Stop signal
VPN VPN activ

+| -
External 24 VDC
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Appendix 6 — How to change IP address/netmask of Router LAN port via u-link

VPN connection

A6 - Change LAN IP address/netmask of a remote Router via u-link VPN connection

Situation (Example):

= Current IP configuration of remote Router:
LAN port IP/Subnet: 192.168.1.110 / 255.255.255.0
WAN port IP/Subnet: 192.168.99.206 / 255.255.255.0

Requirement:

= The LAN port IP/Subnet shall be changed via u-link to:

IP address: 192.168.50.254
Subnet mask: 255.255.255.0

Solution:
» Connect to the remote Router via u-link.
= The u-link VPN client (PC) now has got route
settings how to access the IP networks
192.168.1.0/24 (Router LAN) and 192.168.99.0/24
(Router WAN). See upper screenshot.
= The Routers Web interface can be accessed via
LAN IP, WAN IP or via the Routers u-link VPN IP
(see upper screenshot). Due to the fact that we
want to change the LAN-IP we may not use the
current LAN-IP for accessing the Web interface
but we can use the Router VPN IP.
» Open the Routers Web interface by using the
Routers VPN IP.
» Goto menu IP configuration.
Change IP address data of LAN port.
» Click button ‘Apply settings’.
= Now the new LAN-IP address is active and the
connected devices at Routers LAN port must be
adapted to the new IP range.
» Save the configuration (Menu System - Save).

Y
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aj ==l
3+ Weidmiiller Corporate V' X y 2 ulink > Service > Servic: X \< [} «Router-Machine-2-1F % \\
<« I ‘ @ hitpsy//u-linkweidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx Q & ﬁ‘ H

Weidmiiller 3£

Accessible networks at
‘
Routers LAN/WAN ports “H Router veN 1P

» Home
¥ Semvice

» Administration

Service Desk

link | Remote Access Service

Connection status PC: Connected to Router/Remote network via u-link Portal

& A— u.{iﬁ _;'% Access Router Machine 2

Connected to: Router VPN IP;

10.46.2406 active

Routing to Remote: network:

Device Topology

Note about provided accessible networks:
If the Router is connected to Internet via DHCP-enabled WAN port then the WAN
network will not provided as accessible network (only the LAN side).
If the Router is connected to Internet via WAN port with static IP address then
both network sides (LAN and WAN) are provided as accessible networks.

SR

IE-SR-2GT-UMTS/3G
P Diagnostics
= Configuration
IP configuration
SecureMNow!
Packetfilter
Cut & Alarm
P General settings
P Access control
b Network
b vPN
P Services

P Prioritization

b System

P Information

User: admin 3

_ eidmiiller <
Web access via Router VPN IP

IP configuration

Operational mode:

WAN:

IP assignment:
1P address:

Subnet mask:

NAT (Masquerading):
LAN:

IP assignment:
1P address:

Subnet mask:

NAT (Masquerading):

[Proter  *|®

®
192.168.99.206
1255.255.255.0

FNO]

®
192.168.50.254 -
[255.285.255.0

v @

Screenshot shows the already set
new IP address at LAN port.
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Appendix 6 — How to change IP address/netmask of Router LAN port via u-link

VPN connection

A6 - Change LAN IP address/netmask of a remote Router via u-link VPN connection

Note:

The connected PC still has the routing entries to
previous Router LAN and WAN IP networks
192.168.1.0/24 and 192.168.99.0/24.

To update the PCs routing table do following:
» Disconnect the PC from the remote Router.
» Disconnect the Router VPN connection to u-link.

= Wait until the Router icon changes to this

symbol: 'A'El

» Connect the Router again to u-link.

= Wait until the Router icon changes to this
symbol:

» Finally re-connect the PC to the remote Router.
= As result the PC’s routing table should be
updated and the new accessible networks
192.168.50.0/24 and 192.168.99.0/24 should

be displayed in the connection status of the
Service desk.

Sep 21,2016/ V1.1 /HJH
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[Aflsl=] =
/ S+ Weidmiiller Corporate V' X y fbb u-link > Service > Service X \\_ |
Q& i

&« = | & https://u-link.weidmueller.com/webportal/up/Service/ServiceDesk/tabid/1009/language/en-US/Default.aspx

Weidmiiller 3£

» Home

¥ Service
Service Desk

» Administration

Navigation: Service > Service Desk

Service Desk

u-link | Remote Access Service |

Active license: Eniry \ersion (D Language: Englig

———-—-—H
New accessible networks at

Routers LAN/WAN ports
“

Connection status PC: Connected to Router/Remote network via u-link Portal

Disconnect

)

wlinle

&

Connected to: Accessible remote network:

I% Access Router Machine 2 182.166.89.0/255.255.255.0 10.46.2406 attive

152.188.50.0/255.255 255.0

iter VPN IP: Routing to Remete network:

R s o e ]

=[] access Router machine 3
7] SE-Konverter
[ Switch

Device Topology Properties
= WOM Engineerin stems Mame Access Router Machine 2
i:!i = 9 Sy Device Type Router/Firewall
[ Al:ness Router Machine 1 Identification
Location

Serial Number
P
Activation Code

Status-WWH
Status-VPN Router < u-link
Status-VPN PC < u-link < Router

162.188.1.110 (LAN)
HERXJGNIMWYS

Active
Connected
Connected

Actions

Disconnect VPN Router +— u-link
Disconnect VPN PC =+ u-link ++ Ro

uter
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Appendix 7 — Technical u-link support

A7 - Technical customer support

For any technical issues or support requests in terms of the u-link Remote Access Service
please send a mail to address

u-link-support@weidmueller.com.
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